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schlussarbeiten dürfen nur einmal wiederholt werden.

31. März 2023
Philipp-Florens Lehwalder



Abstract

Cryptocurrencies and DeFi have gained tremendous popularity in recent years, with the highest market
capitalization to date of $3 trillion [Coi23], and by their nature allow the participation of people from
all social classes around the world.
The integral building block of cryptocurrencies are digital signatures, which are used to authorize
transactions published on the blockchain by signing them with one’s secret key. This secret key has
to be securely stored in a wallet, whereas many users conveniently use custodial online wallets that
manage their secret key for them. However, users have to trust the online wallet service to not misuse
their key, and they face a loss of privacy as the service learns all their transactions to be sent.
In this thesis, we present the first threshold blind signature scheme based on Schnorr that solves
these drawbacks. The combination of threshold and blind signatures allows the secret key to be
shared among multiple servers, thereby distributing trust and obtaining signatures without the servers
learning the content. We prove the security of our scheme by reducing it to the underlying blind
Schnorr signature scheme of Fuchsbauer et al. [FPS19]. Additionally, we propose a threshold blind
Schnorr signature construction based on the popular FROST scheme by Komlo and Goldberg [KG20].
Both schemes are directly compatible with various cryptocurrencies and, in general, with systems that
support Schnorr, as the verification remains the same as for standard Schnorr signatures.
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1 Introduction

In cryptocurrencies, digital signatures play an essential role as they are used to validate the authoriza-
tion and authenticity of transactions published on the blockchain and ultimately provide trust in the
system. The secret key for signing and thus authorizing transactions, which is stored in a so-called
wallet, is therefore directly associated with the control over the owned monetary assets. Loss of the
secret key, on the other hand, results inevitably in loss of access to all assets, illustrating the immense
importance of securely storing this key. Considering Bitcoin, according to a study of Chainanalyis
[Cha18], up to 3.7 million Bitcoins are lost due to lost secret keys which would value up to $170 billion
a the exchange rate on 1st January 2022. Similarly, if hackers get to know the secret key, they can
create transactions transferring all funds to their own address as happened numerously in the past,
resulting in billions of dollars in damages alone in 2021 and 2022 [Beh21; Ben21; Gkr21; Jha22].
However, especially out of convenience reasons, many cryptocurrency users leave their funds on cen-
tralized exchanges or prefer to rely on online wallets such as the Coinbase Wallet1 or Blockchain.com2,
the latter of which already has more than 85 million users by 2022 [Blo22]. In this case, we mostly
speak about custodial wallets, where the user logs in via their username and password and the third
party has the responsibility of managing the user’s secret keys. While online wallets reduce the user’s
responsibility of securely storing the secret key, the user still has to trust the service to properly
protect the key against attackers and that they do not misuse the key. In addition, the user’s privacy
is reduced because the service is always aware of the transaction the user is about to send and could
also decide to refuse to sign it.
The first security-related drawbacks can be addressed by using threshold cryptography which enables
distributing the trust from one central party to multiple independent parties. Threshold cryptography
dates back to the 1980s/1990s, starting with the idea that a high-value secret key should not be held
by a single entity and thus represent a single point of failure, but should be shared among multiple
entities so that only a threshold number of them can reconstruct it [Bla79; Sha79; DF90]. Falling into
this area, threshold signatures allow a group of participants, each with a share of the singing key, to
create signatures only if a threshold number of them are involved. Therefore, in the context of online
wallets, instead of a single server knowing the complete secret key, the key would be shared among
n servers, and as long as less than t servers are corrupt, the attacker does not learn any information
about the secret key.
The latter privacy-related drawbacks can be addressed by using blind signatures, which were first
introduced by Chaum in 1982 [Cha82]. Blind signatures allow obtaining a signature on a message
from a signer in a way that the signer does not see the message that has been signed. As an analogy
in the real world for blind signatures, we can consider carbon-lined envelopes where the receiver puts
their message inside the envelope and the signer then signs the envelope. When the user takes the
message out of the envelope, it receives the signed message without the signer learning the content.
For online wallets, blind signatures would guarantee the user that the service does not learn any
information about the user’s transactions when issuing the required signature.
The signature scheme that is used behind many cryptocurrencies is the Schnorr signature scheme that
has been originally proposed by Schnorr in 1989/1991 [Sch89; Sch91], although a patent first hindered
greater adoption of the scheme until it expired in 2008. While Schnorr is most prominently used in
Bitcoin since the ”Taproot” update, it is also employed in other cryptocurrencies such as Polkadot,
Cardano, Ripple, or Monero in the form of EdDSA.
Besides counting to one of the most efficient signature schemes, Schnorr signatures are especially

1https://www.coinbase.com/wallet
2https://www.blockchain.com/wallet
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CHAPTER 1. INTRODUCTION

promising for cryptocurrencies since their linearity allows key- and signature aggregation, they are
non-malleable (unlike ECDSA), and are compatible with distributed key generation, which is useful
for threshold signatures [Pie20; Coi22].
By combining threshold cryptography and blind signatures for Schnorr we thus achieve enhanced
security and stronger privacy guarantees for online wallets that are directly compatible with a variety
of popular cryptocurrencies.

1.1 Related Work

Especially with the rise in the popularity of cryptocurrencies in the last few years, the demand for
multi- and threshold signatures has increased. They enable a group of parties of a specified size to
confirm a transaction, each with its own key (share), rather than only a single party having control
over the assets. Since plenty of cryptocurrencies support the Schnorr signature scheme, which al-
lows elegant signature aggregation, various multi- and threshold signature schemes based on Schnorr
have been introduced [SS01; Max+19; NRS21; KG20; Gar+21; Ruf+22; Lin22]. However, attacks by
Drivers et al. and Benhamouda et al. [Dri+19; Ben+22] revealed the insecurity of popular multi- and
threshold Schnorr signature schemes, partly even allowing a forgery in polynomial time. Nevertheless,
while not all schemes were affected, others could be fixed without significant compromises on efficiency.

The situation is similar for blind signatures; while there are plenty of schemes based on different as-
sumptions such as RSA [CFN88; AF96; CKW04] or using bilinear pairings [Oka06; Bla+13; GG14], for
schemes that build on Schnorr or Okamoto-Schnorr [CP92; AO00; Oka92; ZGP17], the ROS problem
stated a known vulnerability as early work [Wag02] already revealed sub-exponential attacks. The
recent attack published by Benhamouda et al. [Ben+22] then allowed polynomial-time attacks against
the ROS problem. Using different techniques or building upon variants of the ROS problem, secure
blind Schnorr schemes have been proposed by Fuchsbauer et al. [FPS19], Katz et al. [KLR21], Tessaro
and Zhu [TZ22], and Fuchsbauer and Wolf [FW22].

The field of threshold blind signatures is still relatively sparse and mainly consists of constructions
based on the Okamoto-Schnorr blind signature scheme and employ bilinear pairings [LJY02; KKL02;
VZK03; CZL06; KM15]. So far, a threshold blind signature scheme based on plain Schnorr has not
been proposed.

For more in-depth background on threshold-, blind-, and threshold blind signatures, each chapter
begins with a prefacing background about the respective topic.

1.2 Outline

In Chapter 2, we provide preliminary material such as notations, complexity assumptions, and building
blocks. In particular, we cover the ROS problem regarding attacks and impacts, countermeasures, and
proposed variants.
In Chapter 3, we give some background for threshold signatures and present a comparison of existing
threshold Schnorr signature schemes and provide formal definitions.
Chapter 4 addresses blind signatures by giving a background and comparing existing blind Schnorr
signature schemes, providing formal definitions, and recapping the original blind Schnorr scheme by
Chaum [CP92], and the clause blind Schnorr scheme by Fuchsbauer [FPS19]. Finally, we discuss the
other blind Schnorr signature schemes for a threshold extension for our desired use case.
In the primary Chapter 5, we cover threshold blind signatures. We first give a background of already
existing schemes and compare them with our two constructions, and provide formal definitions. We
finally present our two threshold blind Schnorr constructions including proofs of security.
Lastly, Chapter 6 summarizes the main contributions of this thesis and concludes with a discussion
for future work.
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2 Preliminaries

In this chapter, we introduce notations we will use throughout this thesis and define different crypto-
graphic problems with a focus on the ROS problem, which will be discussed in more detail. Finally,
we define the building blocks upon which our threshold blind Schnorr signature scheme constructions
are based.

2.1 Notations

The security parameter is denoted with λ ∈ N and is usually written as 1λ.
A function f is called negligible if for all constants c ≥ 0, there exists an integer x1 such that for all
x ≥ x1 it holds that f(x) ≤ 1

xc . We typically name such a function negl(x).
When assigning a value v to a variable x, we write x← v. We similarly use ← when assigning x with
the output of a deterministic algorithm A, i.e., x ← A. If the algorithm A is probabilistic, we write
x ←$ A. For a set X , the same syntax as x ←$ X is used to denote that x is assigned to a value
sampled uniformly at random from X . The size or order of a set X is indicated by |X |.
For an integer n, the abbreviation [n] refers to the ordered set {1, . . . , n}.
We abbreviate a probabilistic polynomial-time algorithm with PPT and a deterministic polynomial-
time algorithm with DPT.
When running an algorithm A on some inputs (x1, . . . , xn) while providing access to some oracle O,
we write y ← AO(x1, . . . , xn), where y denotes the output of A.
When writing (y1, y2)← ⟨A(x1), B(x2)⟩, we denote the execution of a protocol between algorithm A
and B given x1 and x2 as inputs, respectively, and A outputs y1 and B outputs y2.
With GrGen we refer to a PPT algorithm that takes the security parameter 1λ as an input and outputs
a group description (p,G, G) where p is a λ bit prime and G an abelian group of order p, and G a
generator of the group. Throughout this thesis, we only will use multiplicative groups.
We use standard code-based security games for security definitions and proofs [Sho04]. A security game
Game is played between an adversary A and an (implicit) challenger C who answers oracle queries
of A. It consists of the main procedure and arbitrary many oracle procedures. The main procedure
initializes the game and runs the adversary A who can query the defined oracles and outputs some
game-specific value. In the end, the game returns an output that is mostly a bit b such that we write
b← GameA(λ) as the output of Game given the security parameter λ while playing with A.
By the view for an adversary A, we refer to all messages that A sees during the execution of a protocol.
By S, we denote the set of signers identified by their indices. The size of S or the number of signers
is specified by the integer n. A single signer is written as Si with i ∈ S. The user who requests a
signature from the signers is written as U .
We sometimes write non-interactive zero-knowledge proof instead of non-interactive zero-knowledge
proof of knowledge for better readability.
For schemes having a setup algorithm that generates the public parameters pp, these public parameters
are implicitly given as an input to each algorithm, even if not stated explicitly.

2.2 Algebraic Group Model

The algebraic group model (AGM) was proposed by Fuchsbauer, Kiltz, and Loss [FKL18] and serves
as an idealized computational model where all adversaries are algebraic. An algebraic algorithm is an
algorithm that, for each group element it outputs, also outputs the representation of this element in
terms of all group elements it has seen so far. We provide a formal definition below.

3



CHAPTER 2. PRELIMINARIES

Definition 1 (Algebraic Group Model (AGM)). Let (p,G, G) be a group description given as an
output by GrGen. In the algebraic group model, we assume that all adversaries are algebraic, that
is: For each group element Z ∈ G an adversary Aalg outputs, it also has to output a representation
(z0, . . . , zn) ∈ Zn+1

p such that Z =
∑︁n

i=0 ziXi where X0, . . . , Xn ∈ Gn+1 are all elements AAlg has
received so far.

The AGM lies between the standard model and the generic group model (GGM) [Nec94; Sho97], which
is an even stronger idealization where the adversary only gets random labels for the group elements
and has to query an oracle for performing group operations with them. In contrast, an algebraic
adversary gets the actual group elements and can freely perform any group operations by itself but
only has to provide a representation of the outputted element in the end.

2.3 One-More Discrete Logarithm Problem

We now provide a formal definition for the one-more discrete logarithm problem and begin with a
brief recapitulation of the discrete logarithm problem.

The discrete logarithm problem is a fundamental assumption in public-key cryptography since it has
been first introduced by Diffie and Hellman in their seminal work in 1976 [DH22].
Given a group G of order p, where p is a prime number of size λ, with a generator G, the discrete
logarithm problem challenges to find a value x ∈ Zp for a randomly sampled element X ←$ G such
that xG = X. The formal game-based definition is given below.

Definition 2 (DL Assumption). Let A be a PPT adversary and negl(λ) a neglible function. Then,
the discrete logarithm assumption holds if we have Pr

[︁
DLAl (λ) = 1

]︁
≤ negl(λ) for the security game

DLl specified in Figure 2.1.

Game DLAl (λ)

1 : (p,G, G)←$ GrGen(1λ)

2 : x←$ Zp; X ← xG

3 : x′ ←$A(p,G, G,X)

4 : return (x′ = x)

Figure 2.1: The DL game.

The class of ”one-more” problems has been introduced by Bellare, Namprempre, Pointcheval, and
Semanko in 2001 [Bel+01] allowing them to prove the security of Chaum’s RSA blind signature
scheme based on the one-more RSA inversion problem. In an updated version of the paper [Bel+03],
they further defined the one-more discrete logarithm problem which had been used to prove the active
and concurrent security of the Schnorr identification scheme [BP02]. Or, more recently, to prove
the unforgeability of the blind Schnorr signature scheme [CP92] in the algebraic group model by
Fuchsbauer et al. [FPS19]. In general, one-more problems provide the adversary with k+1 challenges
of a problem that is assumed to be one-way and ask the adversary to output all k+1 solutions while
allowing only k solution-oracle queries. The formal game-based definition influenced by Bauer et al.
[BFP21] of the one-more discrete logarithm problem is given below:

Definition 3 (OMDL Assumption). Let A be a PPT adversary and negl(λ) a negligible function, then,
the one-more discrete logarithm assumption holds, if Pr

[︁
OMDLAl (λ) = 1

]︁
≤ negl(λ) for the security

game OMDLl specified in Figure 2.2.
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Game OMDLAl (λ)

1 : (p,G, G)←$ GrGen(1λ)

2 : x⃗ := (); qs ← 0

3 : x⃗ ′ ←$AChal,Dlog(p,G, G)

4 : return (x⃗ ′ = x⃗ ∧ qs ≤ |x⃗|)

Oracle Chal()

1 : x←$ Zp;X ← xG

2 : x⃗← x⃗ || (x)
3 : return X

Oracle Dlog(X)

1 : qs ← qs + 1

2 : x← logG(X)

3 : return x

Figure 2.2: The OMDL game.

2.4 The ROS Problem

The ROS (Random inhomogeneities in an Overdetermined Solvable system of linear equations) prob-
lem was originally described by Schnorr [Sch01] in the context of blind Schnorr signatures. He ascer-
tained that the unforgeability of the blind Schnorr [CP92] and the blind Okamoto-Schnorr signature
scheme [Oka92] does not only rely on the hardness of the discrete logarithm problem but also on the
ROS problem.
We now recall the textual description of the ROS problem and provide the game-based definition,
which is mainly borrowed from Fuchsbauer et al. [FPS19].
Let p be a prime of length λ, l ≥ 1 an integer, Ω a set for auxiliary inputs, and let Hros : Zl

p×Ω→ Zp

be a random oracle. Then, the ROS problem challenges to find l + 1 vectors ρi⃗ ∈ Zl
p with auxiliary

information auxi ∈ Ω and a solution vector c⃗ ∈ Zl
p such that the following linear system holds for

i ∈ [l + 1]:
l∑︂

j=1

ρi,jcj ≡p Hros(ρi⃗, auxi) (2.1)

Definition 4 (ROS Problem). The ROS problem is defined by the security game ROSAl depicted in
Figure 2.3 with respect to an integer l > 1, where Hros : Zl

p × Ω → Zp is a random oracle. The ROS

assumption holds, if for all PPT adversaries A, we have Pr
[︁
ROSAl (λ) = 1

]︁
≤ negl(λ) for a negligible

function negl(λ).

Game ROSAl (λ)

1 : (p,G, G)←$ GrGen(λ); Tros := ()

2 : ((ρi⃗, auxi)i∈[l+1], c⃗ )←$AHros(p)

3 : return (∀i ̸= j ∈ [l + 1] : (ρi⃗, auxi) ̸= (ρj⃗ , auxj)∧

4 : ∀i ∈ [l + 1] :

l∑︂
j=1

ρi,j , cj ≡p Hros(ρi⃗, auxi))

Oracle Hros(p⃗, auxi)

1 : if Tros(ρ⃗, auxi) = ⊥ then

2 : Tros(ρ⃗, auxi)←$ Zp

3 : fi

4 : return Tros(ρ⃗, auxi)

Figure 2.3: The ROS problem.

In contrast to other formulations of the ROS problem, the definition from Fuchsbauer et al. addition-
ally introduces an input aux ∈ Ω for the random oracle Hros which is useful for the reduction of blind
signatures as it can serve as an input for the message.

We now give a short intuition of how the ROS problem relates to the unforgeability of blind Schnorr
signatures. Let A be an adversary that can efficiently solve the ROS problem, then, we can construct a

5
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PPT adversary B breaking the one-more unforgeability of the original blind Schnorr signature scheme
oBSS, which is given in Section 4.3.1:
B starts with initiating l concurrent signing sessions using the oracle OSignoBSS to receive R1, . . . , Rl.
Then, B runs A to output a solution ((ρi⃗,mi)i∈[l+1], c⃗ ) for the ROS problem corresponding to ∀i ∈
[l + 1] :

∑︁l
j=1 ρi,jcj ≡p H(

∑︁l
j=1 ρi,j Rj ,mi).

Using the solution, B replies with c1, . . . , cl as the challenges to OSignoBSS for closing the respective
signing sessions while receiving s1, . . . , sl as an answer.
Lastly, B computesR∗

i ←
∑︁l

j=1 ρi,j Rj and s∗i ←
∑︁l

j=1 ρi,j sj for i ∈ [l+1] and outputs (mi, (R
∗
i , s

∗
i ))i∈[l+1]

as the final forgery.
Correctness of the forgery follows from the fact that when ((ρi⃗,mi)i∈[l+1], c⃗ ) is a valid ROS solution,
all tuples are unique and due to Equation 2.1, we have:

s∗iG =

l∑︂
j=1

ρi,j sj =

l∑︂
j=1

ρi,j (rj + cjx)G = R∗
i + H(R′

i,m)X

Besides the initial Schnorr - and Okamoto-Schnorr blind signature scheme [CP92; Oka92], plenty of
other blind signature variants had been published with their security based on the ROS problem, some
of which are built on top of the two previously mentioned schemes.
For example, in the area of partially blind signatures, there are the schemes [AO00; Cho+05; Wu+07].
Regarding identity-based schemes, the blind signature scheme by Zhang et al. [ZK02] or the signen-
cryption scheme by Yuen et al. [YW05] are based on the ROS problem. Other exemplary schemes that
similarly rely on the ROS problem are, e.g., the blind group signature scheme by Chan [Cha+04], the
proxy blind signature scheme by Kim et al. [KC06], and the first conditional blind signature scheme
by Zacharakis et al. [ZGP17].

2.4.1 ROS Attacks

Only less than a year after Schnorr’s publication of the ROS problem, Wagner [Wag02] showed a
reduction of the ROS problem to a generalization of the birthday problem, the k-sum problem, which
can be solved using Wagner’s proposed k-tree algorithm in sub-exponential time. More specifically,
with k = l+1, the algorithm finds a solution with constant probability running in O(k · 2λ/(1+⌊log k⌋))

time. When being able to run the algorithm with the number of dimensions set to k = 2
√
λ−1, the

complexity results to O(k · 22·
√
λ). Thus, Wagner’s attack forced the existing schemes to increase

the security parameter λ, corresponding to the number of p, to achieve an adequate security level
compared to other blind signature schemes based on a different assumption.
More recently, Benhamouda et al. [Ben+22] presented a new attack that solves the ROS problem
in polynomial time by expressing it as a subset-sum problem which can then be efficiently solved.
To do so, however, it is required that l ≥ λ, i.e., the number of parallel signing queries is at least
equal to the bit size of p. For cases with l < λ, the authors present a generalized attack which is a
combination of their algorithm with Wagner’s k-tree algorithm that runs in sub-exponential time but
still outperforms Wagner’s attack by itself in certain settings. Needless to say, after the publication of
Benhamouda’s polynomial attack, all signature schemes with their security based on the ROS problem
while not limiting the number of concurrent signing sessions had to be considered insecure.
Another recent attack related to the ROS problem has been published by Drijvers et al. [Dri+19] who
specifically targeted two-round Schnorr multi-signature schemes (but which similarly affects threshold
schemes). In principle, they showed how to break the unforgeability in sub-exponential time of various
multi-signature schemes by reducing them to the k-sum problem which in turn can be solved using
Wagner’s k-tree algorithm. The requirement for their attack is that the adversary can either control
the message m or select its own nonce Ri after seeing all other participants’ nonces, which sum up to
the group’s nonce R used in the final signature. The problem can be informally described as follows:
Given a value R∗ and access to a random oracle H, the adversary has to find values m∗ and Ri,mi for
i ∈ [l] such that the following equation holds:
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H(R∗,m∗) =
l∑︂

i=1

H(Ri,mi) (2.2)

2.4.2 Countermeasures

The recommended mitigation by Drijvers et al. [Dri+19] regarding their attack against multi-signature
schemes is to add an initial round where all participants first have to commit to their individual nonces
Ri before learning the other participants’ nonces. A different approach without adding an extra round
has been taken by Nick et al. [NRS21] with their MuSig2 scheme; there, each signer sends multiple
nonces Ri,1 . . . Ri,ν with ν ≥ 2 such that the resulting combined nonce R̂i for each signer consists of a

random linear combination R̂i =
∏︁ν

j=1R
bj
i,j . The value bj is then determined as the output of a ran-

dom oracle given all nonces Ri,j and the message m. This tweak prevents the adversary from solving
the k-sum problem as the left-hand side of Equation 2.2, which is a combination of the individual
signers’ nonces, is not constant anymore. Moreover, Komlo and Goldberg [KG20] achieved only one
communication round, plus a preprocessing stage, while preventing Drijvers attack with their FROST
scheme. The core idea is similar to the one from Nick et al. in terms of removing the independence of
the left - and right-hand side of Equation 2.2; which is done in FROST by including all inputs to the
hash function on the right side of the equation to the computation of R∗ using a so-called ”binding
value”.

Regarding the existing ROS attacks, the most straightforward and effective countermeasure is to only
allow sequential signing sessions or at least limit the number of concurrent signing sessions in relation
to the desired security level. This measure prevents an adversary from constructing or solving the
ROS equation as it does not even receive more than one nonce R from the signer (or not enough to
solve the ROS problem efficiently). Of course, this approach is not realistic for scenarios where it is
required to issue a large number of signatures simultaneously under the same key. However, in the
context of online wallets, where we assume one key per user, issuing even only one signature for a
transaction at a time is indeed reasonable.
To overcome the inherent weaknesses of the ROS problem, Fuchsbauer et al. [FPS19] and, more
recently, Tessaro et al. [TZ22] proposed variants of the ROS problem, namely the modified ROS
(MROS) problem and the weighted fractional ROS (WFROS) problem that are not affected by the
above-mentioned attacks1.

MROS Problem: In connection with the clause blind Schnorr signature scheme, Fuchsbauer, Plou-
viez, and Seurin [FPS19] proposed the modified ROS (MROS) problem that presumably exponentially
increases the attack complexity. Informally, the MROS problem is about finding l + 1 tuples of two
vectors ρ⃗i,0, ρ⃗i,1, and two solution vectors c⃗0, c⃗1 all in Zl

p in the following way: For each j ∈ [l], the
adversary has to commit cj,0, cj,1 after which the game returns a randomly sampled bit bj ←$ {0, 1}.
This bit bj then determines which vector’s element ρi,bj ,j and solution cj,b to be used in the MROS
equation. Furthermore, the bit’s complement 1 − bj constraints that ρi,1−bj ,j = 0 for all i ∈ [l + 1].
This measure essentially forces the adversary to initially guess the l bits bj for j ∈ [l] by setting the
ρi vectors accordingly and solve the standard ROS problem.
According to the assessment of Fuchsbauer, the attack complexity for the best attack against the
MROS problem using Wagner’s algorithm thus would be increased by the exponential factor of 2−l,
which results in O(2l · (l + 1)2λ/(1+⌊log(l+1)⌋)).
It is obvious to see that this directly thwarts the polynomial-time attack by Benhamouda as the attack
requires that l ≥ λ.
On the other hand, as pointed out by Tessaro et al. [TZ22], the complexity still becomes sub-
exponentially in 2O(λ/ log λ) with the worst case l. This fact forces employing a larger security parameter

1The attack by Wagner and the generalized attack by Benhamouda still can be applied to both variants but with an
exponentially decreased success probability.

7



CHAPTER 2. PRELIMINARIES

in practice, which is still reasonable considering the sub-exponential attacks against the original ROS
problem.
We now recall the game-based definition borrowed from Fuchsbauer et al. [FPS19].

Definition 5 (Modified ROS Problem). The modified ROS problem is defined by the security game
MROSAl depicted in Figure 2.4 with respect to an integer l > 1, where Hros : Zl

p × Zl
p × Ω → Zp

is a random oracle. The modified ROS assumption holds, if for all PPT adversaries A, we have
Pr

[︁
MROSAl (λ) = 1

]︁
≤ negl(λ) for a negligible function negl(λ).

Game MROSAl (λ)

1 : (p,G, G)←$ GrGen(λ); Tros := ()

2 : (ρ⃗i,0, ρ⃗i,1, auxi)i∈[l+1] ←$AHros,Select(p)

3 : return (∀i ̸= i′ ∈ [l + 1] : (ρ⃗i,0, ρ⃗i,1, auxi) ̸= (ρ⃗j,0, ρ⃗j,1, auxj)∧

4 : ∀i ∈ [l + 1] :

l∑︂
j=1

ρi,bj ,j , cj ≡p Hros(ρ⃗i,0, ρ⃗i,1, auxi)∧

5 : ∀i ∈ [l + 1] ∀j ∈ [l] : ρi,1−bj ,j = 0)

Oracle Hros(p⃗0, p⃗1, auxi)

1 : if Tros(p⃗0, p⃗1, auxi) = ⊥ then

2 : Tros(p⃗0, p⃗1, auxi)←$ Zp

3 : fi

4 : return Tros(p⃗0, p⃗1, auxi)

Oracle Select(j, c′0, c
′
1)

1 : b←$ {0, 1}
2 : cj ← c′b

3 : return b

Figure 2.4: The MROS game.

WFROS Problem: The idea behind the weighted fractional ROS problem can be best conceived by
considering the exemplary interactive Schnorr scheme by Tessaro and Zhu [TZ22], which the authors
later on converted into a blind signature scheme. In the signature protocol, the signer S, having a
secret key x ∈ Zp, communicates with the user U who requests a signature on a message m w.r.t. the
public key X = xG as follows:

1. The signer generates two nonces r, y ←$ Zp and sends (R, Y ) to the user, where R ← rG and
Y ← yX.

2. The user replies with the challenge c← H(R, Y,m).

3. The signer responds with the signature σ := (R, s, y), where s← r + cxy.

To verify the signature, one first computes Y ← yX and c ← H(R, Y,M), and then checks if sG =
R+ cY holds.
Applying a ROS-style attack to the exemplary scheme would then result in solving the following
modified ROS equation:

∀i ∈ [l + 1] :
l∑︂

j=1

ρi,j yj cj ≡p Hros(ρi⃗, auxi)
l∑︂

j=1

ρi,j yj (2.3)

The intuition given by Tessaro and Zhu on why this problem is much harder than the ROS problem
is that yjX completely hides yj which is only revealed later after the adversary has committed to cj .
Before this step, yj consequently acts as a random and unknown weight in the sum. However, this
intuition only holds in the generic group model and demands additional techniques in the algebraic
group model.
The actual WFROS problem is defined in a more general form and is not recapitulated here for the
sake of readability.

Another approach of avoiding ROS-based attacks for blind Schnorr signatures has been proposed by
Fuchsbauer and Wolf [FW22] using non-interactive zero-knowledge proofs and public-key encryption.
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The core idea is that the user commits to its blinding values and message before having received
the nonce from the signer and to prove that the challenge has been indeed computed by using the
committed values. Therefore, the adversarial user cannot freely adapt the resulting challenge after
learning the nonces in the l parallel signing sessions to solve the ROS equation. Yet, this approach
has two significant downsides. First, it requires an additional communication round for committing
the encrypted blinding values and the message. And more importantly, it consequently requires an
expensive zero-knowledge proof that the encrypted values have been included in the computation of
the hash for the resulting challenge.

2.5 Building Blocks

2.5.1 Threshold Secret Sharing

The concept of threshold secret sharing was first introduced by Blakley and Shamir in 1979 [Bla79;
Sha79]. A (t, n)-threshold secret sharing scheme allows sharing a secret among n parties such that
only subgroups of at least t members can reconstruct the original secret. However, having less than t
shares should not reveal any information about the secret.

We now briefly recall the (t, n)-secret sharing scheme SSS by Shamir [Sha79].
For the parameters t, n ∈ N with 1 ≤ t ≤ n and given a group description (p,G, G) ←$ GrGen(1λ)
and a secret s ∈ Zp, the dealer proceeds as follows: The dealer first randomly chooses the coefficients
a1, . . . , at−1 ←$ Zp and sets the polynomial f(x) = a0 + a1x+ . . .+ at−1x

t−1 with a0 = s. Each share
for a party Pi with i ∈ [n] is then computed as si ← f(i) and sent to Pi.
Using polynomial interpolation, any subgroup of at least t parties can now reconstruct the polynomial
f(x) with their shares and obtain the secret by computing s← f(0).

2.5.2 Schnorr Signature Scheme

A traditional signature scheme Π allows a signer to sign a message with its secret key such that anyone
can verify the signature using the associated public key.
We provide the formal definitions below and recall the Schnorr signature scheme as an exemplary
instantiation.

Definition 6 (Signature scheme Π). A signature scheme Π over a message spaceM is a tuple of four
algorithms Π = (Setup,KeyGen, Sign,Verify) that are defined as follows:

• pp ←$ Setup(1λ): The PPT algorithm Setup takes the security parameter 1λ as an input and
outputs the public parameters pp.

• (sk, pk)←$ KeyGen(pp): On input the public parameters pp, the PPT algorithm KeyGen, outputs
a secret key sk and a public key pk.

• σ ←$ Sign(sk,m): On input the secret key sk and a message m ∈ M, the PPT algorithm Sign
outputs a signature σ.

• 0/1 ← Verify(pk,m, σ): On input a public key pk, a message m ∈ M, and a signature σ, the
DPT algorithm Verify outputs 1 if σ is a valid signature on the message m with respect to pk or
0, otherwise.

A signature scheme Π has to satisfy correctness and unforgeability, which we will now formally define.
Correctness for signature schemes requires that all honestly generated signatures successfully verify.

Definition 7 (Correctness for Π). A signature scheme Π satisfies correctness, if for all λ ∈ N and all
messages m ∈M, it holds that:

9
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Pr

⎡⎣ pp←$ Π.Setup(1λ);
(sk, pk)←$ Π.KeyGen(pp);
σ ←$ Π.Sign(sk,m)

: Π.Verify(pk,m, σ) = 1

⎤⎦ = 1

Unforgeability demands that an adversary, which is given a public key and access to a signing oracle,
cannot produce a forgery, i.e., a fresh signature message pair, that verifies under the given public key.
We capture the unforgeability property by existential unforgeability under a chosen-message attack
(EUF-CMA).

Definition 8 (EUF-CMA for Π). A signature scheme Π satisfies strong existential unforgeability under
chosen-message attack if for all PPT adversaries A, we have Pr

[︁
EUF-CMAA(1λ) = 1

]︁
≤ negl(λ) for

a negligible function negl(λ) and the security game EUF-CMA defined in Figure 2.5.

Game EUF-CMAA(λ):

• Setup Phase: The challenger sets up the public parameters pp←$ Π.Setup(1λ) and a key-
pair (sk, pk)←$ Π.KeyGen(pp), and initializes a set Q← ∅. Finally, it runs the adversary A
on input the public key pk.

• Online Phase: A is given access to the oracle OSignΠ which is given a message m ∈ M
and outputs a signature σ ←$ Π.Sign(sk,m). It also updates the set Q as Q← Q∪{(m,σ)}.

• Output Phase: A wins the game if it outputs a forgery (m∗, σ∗) such that (m∗, σ∗) /∈ Q
and Π.Verify(pk,m∗, σ∗) = 1.

Figure 2.5: The security game for strong existential unforgeability under chosen-message attack for
signature schemes.

We now recap one of the most popular signature schemes, the Schnorr signature scheme Schn intro-
duced by Schnorr in 1989/1991 [Sch89; Sch91]:

Setup: The algorithm Schn.Setup(1λ) takes the security parameter 1λ as an input and outputs the
public parameters pp := (p,G, G,H), where (p,G, G) are obtained by running GrGen(1λ) and H is a
hash function with H : {0, 1}∗ → Zp.

Key Generation: The algorithm Schn.KeyGen(pp) first parses the public parameters as (p,G, G,H) :=
pp, samples a random value x←$ Zp, calculates X ← xG, and outputs the secret key as sk := x and
the public key as pk := X.

Signature Generation: The algorithm Schn.Sign(sk,m) first parses the secret key as x := sk and
then proceeds as follows:

1. A nonce is sampled as r ←$ Zp.

2. A challenge is computed as c← H(R,m), where R← rG.

3. The signature σ := (R, s) is outputted, where s← r + cx.

Verification: The algorithm Schn.Verify(pk,m, σ) parses the public key as X := pk and the signature
as (R, s) := σ, computes c← H(R,m) and outputs 1 if sG = R+ cX holds and 0, otherwise.

Correctness trivially holds as sG = (r + cx)G = R + cX = R + H(R,m)X. The unforgeability of
Schnorr signatures has been proven under the discrete logarithm assumption in the random oracle
model by Pointcheval and Stern [PS96b].
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2.5.3 Equivocable Commitment Scheme

A traditional commitment scheme is a two-phase protocol that allows a sender to commit to a value
in the first phase and to open the commitment in the second phase so that the receiver can verify
that this was indeed the value that was committed to in the first phase. An equivocable commitment
scheme is a commitment scheme with a special setup algorithm providing a trapdoor that allows
opening the commitment to an arbitrary value [DG03]. We now provide the formal definitions which
are influenced by [RS21; CRR21].

Definition 9 (Equivocable Commitment Scheme). An equivocable commitment scheme over a mes-
sage spaceM is a tuple of five algorithms EC = (Gen,Com,Open,SimSetup,Equiv) that are defined as
follows:

• crs ←$ Setup(1λ): On input the security parameter 1λ, the PPT algorithm Setup outputs the
common reference string crs.

• (co, op)←$ Com(crs,m): On input a common reference string crs and a message m ∈ M to be
committed on, the PPT algorithm Com outputs the commitment co and an opening value op.

• m/⊥ ← Open(crs, co, op): On input a common reference string crs, a commitment co, and an
opening value op, the DPT algorithm Open outputs either a message m ∈M or ⊥.

• (˜︂crs, τ) ←$ SimSetup(1λ): On input the security parameter 1λ, the PPT algorithm SimSetup
outputs a common reference string ˜︂crs and an equivocation trapdoor τ .

• ˜︁op ←$ Equiv(τ, co,m): On input a trapdoor τ , a commitment co, and a message m ∈ M, the
PPT algorithm Equiv outputs an opening value ˜︁op.

As for traditional commitment schemes, an equivocable commitment scheme EC has to fulfill the
properties correctness, binding, and hiding. Additionally, an equivocable commitment scheme needs
to fulfill equivocation correctness and equivocation indistinguishability. We provide formal definitions
below.
The first property, correctness, requires that honestly generated commitments open to the same mes-
sage that has been committed to.

Definition 10 (Correctness for EC). An (equivocable) commitment scheme is correct if for all λ ∈ N
and all m ∈M the following holds:

Pr
[︂
crs←$ EC.Setup(1λ); (co, op)←$ EC.Com(crs,m) : EC.Open(crs, co, op) = m

]︂
= 1

Similarly to standard correctness, equivocation correctness ensures that equivocated commitments
open successfully to the message specified when generating the opening value.

Definition 11 (Equivocation Correctness for EC). An equivocable commitment scheme fulfills equiv-
ocation correctness if for all λ ∈ N and all m,m′ ∈M the following holds:

Pr

⎡⎣ (˜︂crs, τ)←$ EC.SimSetup(1λ);
(co, op)←$ EC.Com(˜︂crs,m);˜︁op←$ EC.Equiv(τ, co,m′)

: EC.Open(˜︂crs, co, ˜︁op) = m′

⎤⎦ = 1

Intuitively, the binding property states that without knowledge of the trapdoor, it is hard to come up
with a different opening value that opens the same commitment to a different message, i.e., the sender
cannot change its committed value afterward.

Definition 12 (Binding for EC). An (equivocable) commitment scheme is computationally binding if
for all PPT adversaries A, we have Pr

[︁
BindingAEC(1

λ) = 1
]︁
≤ negl(λ) for a negligible function negl(x)

and the security game BindingEC specified in Figure 2.6.

11



CHAPTER 2. PRELIMINARIES

Game BindingAEC(λ)

1 : crs←$ EC.Setup(1λ)

2 : (co, op, op′)←$A(crs)
3 : m← EC.Open(crs, co, op)

4 : m′ ← EC.Open(crs, co, op′)

5 : return ((m ̸= m′) ∧ (m,m′ ∈M))

Game HidingACom(λ)

1 : crs←$ EC.Setup(1λ)

2 : (m0,m1)←$A(crs)
3 : b←$ {0, 1}
4 : (co, op)←$ EC.Com(crs,mb)

5 : b′ ←$A(co)
6 : return (b′ = b)

Figure 2.6: The security games for binding and hiding of (equivocable) commitment schemes.

The hiding property of (equivocable) commitment schemes ensures that it is infeasible to infer the
committed value given a commitment.

Definition 13 (Hiding for EC). An (equivocable) commitment scheme is computationally hiding if for
all PPT adversaries A, we have Pr

[︁
HidingAEC(1

λ) = 1
]︁
≤ 1

2 + negl(λ) for a negligible function negl(λ)
and the security game HidingEC specified in Figure 2.6.

The last requirement of equivocable commitment schemes is that honest and equivocable commitments
are indistinguishable. This notion is captured with equivocation indistinguishability.

Definition 14 (Equivocation Indistinguishability for EC). An equivocable commitment scheme sat-
isfies equivocation indistinguishability if for all PPT adversaries A, we have Pr

[︁
EqIndAEC(1

λ) = 1
]︁
≤

1
2 + negl(λ) for a negligible function negl(λ) and the security game EqIndEC specified in Figure 2.7.

Game EqIndAEC(λ)

1 : m←$A(1λ)
2 : crs0 ←$ EC.Setup(1λ)

3 : (crs1, τ)←$ EC.SimSetup(1λ)

4 : b←$ {0, 1}
5 : (co, op0)←$ EC.Com(crsb,m)

6 : op1 ←$ EC.Equiv(τ, co,m)

7 : b′ ←$A(crsb, co, opb)
8 : return (b′ = b)

Figure 2.7: The security game for equivocation indistinguishability.

2.5.4 Non-Interactive Zero-Knowledge Proof of Knowledge

A non-interactive zero-knowledge proof system of knowledge NIZK allows a prover to non-interactively
prove to a verifier that it knows a witness w for a statement ϕ satisfying a binary relation R without
revealing any information about this witness. The language LR for a relation R is defined as the set of
all statements for which a fulfilling witness exists, i.e., LR = {ϕ | ∃w s.t. (ϕ,w) ∈ R}. The following
definitions are based on Groth et al. and Haralambiev [GM17; Har11].

Definition 15 (NIZK Proof System). A non-interactive zero-knowledge proof system is a tuple of six
algorithms NIZK = (Setup,Prove,Verify,SimSetup,SimProve,Extract) that are defined as follows:

• crs ←$ Setup(1λ,R): On input the security parameter 1λ and a relation R, the PPT algorithm
Setup generates a common reference string crs.
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• π ←$ Prove(crs, ϕ, w): On input the common reference string crs, a statement ϕ, and a witness
w satisfying (ϕ,w) ∈ R, the PPT algorithm Prove outputs a proof π.

• 0/1← Verify(crs, ϕ, π): On input the common reference string crs, a statement ϕ, and a proof π,
the DPT algorithm Verify outputs 1 if the proof proves knowledge of a witness w s.t. (ϕ,w) ∈ R
and 0, otherwise.

• (˜︂crs, τ, ξ) ←$ SimSetup(1λ,R): On input the security parameter 1λ and a relation R, the PPT
algorithm SimSetup outputs a common reference string ˜︂crs, a simulation trapdoor τ , and an
extraction trapdoor ξ.

• π ←$ SimProve(τ, ϕ): On input the simulation trapdoor τ and a statement ϕ, the PPT algorithm
SimProve outputs a proof π.

• w ← Extract(ξ, ϕ, π): On input the extraction trapdoor ξ, a statement ϕ, and a proof π, the DPT
algorithm Extract outputs the extracted witness w.

We demand that a NIZK proof system of knowledge has to fulfill the properties perfect correctness,
perfect soundness, zero-knowledge, and knowledge extraction for which we provide the formal definitions
below.
Correctness for NIZK proof systems demands that all honestly generated proofs verify, i.e., a prover
can convince a verifier of a valid statement.

Definition 16 (Correctness for NIZK). A NIZK scheme is perfectly correct if for all λ ∈ N, all relations
R, and all (ϕ,w) ∈ R, the following holds:

Pr
[︂
crs←$ NIZK.Setup(1λ,R); π ←$ NIZK.Prove(crs, ϕ, w) : NIZK.Verify(crs, ϕ, π) = 1

]︂
= 1

Soundness means that it should be infeasible for an adversary to create a validating proof for a false
statement.

Definition 17 (Soundness for NIZK). A NIZK scheme is perfectly sound if for all λ ∈ N, all relations
R, and all PPT adversaries A, the following holds:

Pr
[︂
crs←$ NIZK.Setup(1λ,R); (ϕ, π)←$A(crs) : (ϕ /∈ LR) ∧ (NIZK.Verify(crs, ϕ, π) = 1)

]︂
= 0

Intuitively, zero-knowledge requires that an adversary should not be able to distinguish real proofs
from simulated proofs.

Definition 18 (Zero-Knowledge for NIZK). A NIZK scheme satisfies zero knowledge if for all PPT
adversaries A it holds that Pr

[︁
ZeroKA

NIZK(1
λ)
]︁
= 1

2 + negl(λ) for the security game ZeroKNIZK depicted
in Figure 2.8 and a negligible function negl(λ).

Game ZeroKA
NIZK(λ)

1 : crs0 ←$ NIZK.Setup(1λ,R)
2 : crs1, τ ←$ NIZK.SimSetup(1λ,R)
3 : b←$ {0, 1}
4 : b′ ←$AOProve(crsb)

5 : return (b′ = b)

Oracle OProve(ϕi, wi)

1 : assert (ϕi, wi) ∈ R
2 : if b = 0 then

3 : πi ←$ NIZK.Prove(crs0, ϕi, wi)

4 : else

5 : πi ←$ NIZK.SimProve(τ, ϕi)

6 : fi

7 : return πi

Figure 2.8: The security game for perfect zero knowledge of NIZK schemes.

Knowledge extraction ensures that the prover actually ”knows” the witness which is shown by the
fact that for every verifying proof, there exists an extractor that can extract a valid witness.
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Definition 19 (Knowledge Extraction). A NIZK scheme satisfies knowledge extraction if for all PPT
adversaries A, it holds that Pr

[︁
KnExtrANIZK(1

λ) = 1
]︁
= negl(λ) for the security game KnExtrNIZK de-

picted in Figure 2.9 and a negligible function negl(λ).

Game KnExtrANIZK(λ)

1 : (crs, τ, ξ)←$ NIZK.SimSetup(1λ,R)
2 : (ϕ, π)←$A(crs)
3 : w ← NIZK.Extract(ξ, ϕ, π)

4 : return (NIZK.Verify(crs, ϕ, π) ∧ (ϕ,w) /∈ R)

Figure 2.9: The security game for knowledge extraction of NIZK schemes.
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3 Threshold Signatures

In this chapter, we give some background about threshold signatures with a focus on schemes based
on Schnorr and provide definitions for threshold signature schemes.

3.1 Background

In recent times, threshold signatures have received increasing attention due to their applicability for
securing cryptocurrency wallets, where the loss of the secret key results in the loss of the coins’
ownership. Generally speaking, threshold signatures eliminate the risk of a single point of failure in
the context of signature creation by sharing the secret key among n participants such that only groups
of size at least t (the threshold) can create a signature. The final signature can be verified as any
other signature and is thus indistinguishable from a traditional signature that has been created by a
single party.
Threshold signature schemes assume either an honest or dishonest majority, referring to whether secu-
rity guarantees only hold if the majority of the participants behave honestly, or if no such assumption
is required. In both cases, the adversary is trivially allowed to corrupt up to t− 1 participants; for an
honest majority, it is further required that t < 1

2 · n holds.
The property robustness in the context of threshold signatures means that the honest signers are still
able to create a signature even if the other singers deviate from the protocol; thus all robust schemes
require an honest majority. One can consider identifiable aborts as an alternative for robustness
in the dishonest majority setting. When a scheme supports identifiable aborts, it guarantees that
misbehaving signers can be identified before the signing protocol aborts such that those signers can
be excluded from future executions.
While the secret key can be shared by a trusted party, e.g., via Shamir’s secret sharing [Sha79] or
Pedersen’s verifiable secret sharing (VSS) [Ped01], the shares can also be generated in a distributed
fashion as with Gennaro’s DKG [Gen+99], which is based upon Feldman’s earlier approach [Fel87],
without exposing the secret key.
If a threshold signature scheme supports proactive security such as, it has a mechanism to periodically
update the key shares to prevent an adversary from reconstructing the secret key in case the adversary
learns some secret shares over a period of time. Exemplary threshold signature schemes that achieve
proactive security are [Her+97; Bol03; Can+20], and regarding Schnorr-based schemes, the scheme
by Lindell [Lin22].
Existing constructions range from various underlying cryptosystems such as RSA [Sho00; SG02; De
+94; Gen+96], ECSDA/DSA [Can+20; GG18; GGN16; LN18], BLS [Bol02; BDN18], or Schnorr
[SS01; KG20; Lin22; Gar+21]. Since the bottleneck often lies in the signing phase with multiple
signing rounds, which even becomes more costly with increasing participants, fewer communication
rounds are favorable. Ideally, the signing phase is non-interactive, which, however, has been so far only
achieved with pairing-based constructions such as [Bol02; BDN18; LYK07] that are still considered
rather expensive.
Regarding Schnorr signatures, which are already widely used in cryptocurrencies, threshold variants
are especially promising due to their linearity and efficient signature computation, and verification.
Already in 2001, Stinson and Strobl [SS01] proposed a threshold signature scheme and proved that it
is as secure as the original Schnorr scheme. They use Gennaro’s VSS for the key - and the signature
generation, which further provides robustness assuming an honest majority. As a downside for the
robustness, the protocol upholds a high communication overhead since each player has to perform one
run of the VSS protocol for generating a shared nonce.
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The popular FROST scheme by Komlo and Goldberg [KG20] only requires a single communication
round in the signing phase by generating the nonces in a non-interactive preprocessing stage. In
the original paper, the authors only proved their scheme with a heuristic to an interactive variant of
FROST, later work [CKM21] presented a proof of FROST (albeit slightly modified) by reducing it to
the DL and OMDL assumption in the AGM using intermediate assumptions.
In the work of Garillot et al. [Gar+21], the authors presented a stateless, deterministic threshold
Schnorr signature scheme with verifiable nonce derivation in order to prevent nonce reuse or biasing.
Verifiable nonce derivation is achieved with commitments of the PRF key in the key-generation phase
and making use of zero-knowledge proofs from garbled circuits and oblivious transfers during the
signing phase. Besides relatively expensive computations, the bottleneck for the communication results
from the fact that each pair of the n participants have to run the deterministic nonce derivation
protocol, once as the prover garbling the circuit and once as the verifier.
Lindell recently published a threshold Schnorr scheme [Lin22] representing a simple three-round con-
struction that reduces its security to the assumption that the Schnorr signature scheme itself is secure
resulting in a proof in the standard model, which is further UC-secure.

In Table 3.1, we compare different threshold Schnorr signature schemes in terms of assumptions,
rounds, communication and computation complexity per signer, robustness, and whether it requires a
preprocessing phase or zero-knowledge proofs (ZKPs). Regarding the communication and computation
complexity, we assume a signature dealer in lieu of broadcasting messages to all signers and verifying
and combining the partial signatures. The dealer enables us to consider broadcasting as a constant
operation.

Table 3.1: Comparison of threshold Schnorr signature schemes.

Scheme Assumptions Rounds Complexity Robust Preprocess ZKPs
Comm. Comp.

[SS01] Schnorr, RO 3 O(n) O(n) Yes No No

[KG20] DL, RO 1 O(1) O(n)†1 No Yes No

[Gar+21] RO 3†2 O(n) O(n) No No Yes

[Ruf+22] OMDL, RO 1 O(nt−1) O(nt−1) Yes Yes No

[Lin22] Schnorr 3 O(1) O(1) No No Yes †3

†1: Can be reduced to O(1) using an optimization by Crites et al. [CKM21].
†2: Each pair of signers additionally has to execute a deterministic nonce derivation protocol.
†3: Note that the NIZK proof only consists of proving knowledge of a discrete logarithm which could be
just instantiated via Schnorr.

3.2 Definition

We now provide the formal definition of a (t, n)-threshold signature scheme and their corresponding
security notions.

Definition 20 (Threshold Signature TS). A (t, n)-threshold signature scheme TS consists of a tuple
of four algorithms TS = (Setup,KeyGen, Sign,Verify) along with an associated message space M that
are defined as follows:

• pp←$ Setup(1λ): On input the security parameter 1λ, the PPT algorithm Setup outputs the public
parameters pp, which might include common reference strings used within the other algorithms.

• ({ski, vki}i∈S , pk) ←$ KeyGen(pp, t, n): On input the public parameters pp, and two integers
t, n ∈ N with 1 ≤ t ≤ n, the PPT algorithm KeyGen outputs a secret key share ski and a
verification key share vki for every signer Si and the common public key pk. The signers’ secret
key shares ski form a (t, n)-threshold sharing of the shared secret corresponding to the common
public key pk.
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Game UnforgeATS(λ):

• Setup Phase: The challenger sets up the public parameters pp ←$ TS.Setup(1λ) and the
key-pairs ({ski, vki}i∈S , pk)←$ TS.KeyGen(pp, t, n) for i ∈ S, and sets V := {vki}i∈S . Also,
it initializes an empty set Q ← ∅. Finally, it runs the adversary A on input the public key
pk.

• Corruption Phase: A outputs a set SC of signer indices it wants to corrupt, where SC ⊂ S
and |SC | ≤ t − 1. The challenger then provides A with the secret keys {ski}i∈SC

of the
corrupted parties.

• Online Phase: A is given access to the oracle OSignTS which on input a messagem executes
the signing protocol on behalf of the honest signers. A is also allowed to interleave the various
oracle calls arbitrarily. For each finished execution of the protocol, the set Q is updated as
Q← Q ∪ {(m,σ)}.

• Output Phase: A wins the game if it outputs a forgery (m∗, σ∗) where the signature is
valid and fresh, i.e., TS.Verify(pk,m, σ∗) = 1 and (m∗, σ) /∈ Q.

Figure 3.1: The strong unforgeability security game for threshold signature schemes.

• σ ←$ ⟨Sign(sk1,V,m), . . . ,Sign(skn,V,m)⟩: The interactive signing protocol between the PPT
signer algorithms Sign. Each algorithm Sign takes the secret key share ski of a signer Si with
i ∈ S, the set of all verification key shares V := {vki}i∈S , and the message m ∈M as an input.
In the end, the protocol outputs a signature σ, which can equal ⊥ on failure.

• 0/1 ← Verify(pk,m, σ): On input the public key pk, a signature σ, and a message m ∈ M, the
DPT algorithm Verify outputs 1 if the signature on the message m is valid with respect to pk and
0, otherwise.

Correctness for a threshold signature scheme TS means that all signatures that are generated by
honestly following the signing protocol have to verify.

Definition 21 (Correctness for TS). A (t, n)-threshold signature scheme TS is correct, if for all λ ∈ N
and all messages m ∈M followed by running pp←$ Setup(1λ), ({ski, vki}i∈S , pk)←$ KeyGen(pp, t, n)
for i ∈ S with V := {vki}i∈S , we have:

Pr[σ ←$ ⟨Sign(sk1,V,m), . . . ,Sign(skn,V,m)⟩ : Verify(pk,m, σ) = 1] = 1

A threshold signature scheme TS is secure if it satisfies unforgeability. For threshold signature schemes,
this notion demands that an adversary, who is given a public key and up to t − 1 secret keys while
having access to a signing oracle, cannot produce a valid forgery. The formal definition is given below.

Definition 22 (Unforgeability for TS). A (t, n)-threshold signature scheme TS is said to be unforgeable
if for all PPT adversaries A, we have Pr

[︁
UnforgeATS(1

λ) = 1
]︁
≤ negl(λ) for a negligible function negl(λ)

and the security game UnforgeTS defined in Figure 3.1.
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4 Blind Signatures

This chapter introduces blind signatures and recalls the original blind Schnorr signature scheme by
[CP92] and the clause blind Schnorr signature scheme by Fuchsbauer, Plouviez, and Seuvrin [FPS19]
on which our threshold blind Schnorr signature scheme is based on.

4.1 Background

The concept of blind signatures was first envisioned by Chaum [Cha82] in the context of privacy-
preserving e-cash systems. A blind signature scheme allows a user to obtain a signature on a message
from the signer while guaranteeing that the signed message and the final signature remain unknown to
the signer. The unforgeability property demands that the user should not be able to create a signature
without the help of the signer.
Possible applications range from classical ideas like e-cash systems [Cha82; CFN88; OO91; Bra93;
Bel+09] or e-voting [Cha88; FOO92; Ohk+99] to modern privacy critical topics like anonymous creden-
tials [CL01; BL13a; Fuc11], anonymous attestations [BCC04], e-healthcare systems [Vor+18; Sun+21],
COVID contact tracing systems [BRS20; Dar+20], and VPN related services as already offered by
Apple and Google [App21; Goo].
In the area of blockchains and cryptocurrencies, blind signatures enable, for example, blind coin swaps
or trustless tumblers [Nic18; Hei+16; Liu+19], and, as showcased in this thesis, privacy-enhancing
online wallets.
Regarding the provable security of blind signature schemes, only a few constructions with their security
being based on generic assumptions in the standard model have been published [Gar+11; Bla+13;
Haz+07; GG14; CKW04]. Moreover, they are mostly feasibility results and are relatively inefficient
due to bilinear pairings, homomorphic encryption, or expensive zero-knowledge proofs. On the other
hand, there exist a variety of efficient schemes proven in the random oracle model, e.g., [PS96a; PS00;
Abe01; Bol03; HKL19], whereas some of them rely on non-standard assumptions or even require
stronger idealizations like the algebraic- or generic group model [Cha+04; FPS19; KLX22; TZ22]. In
addition, with the advent of post-quantum cryptography, several blind signature constructions based
on post-quantum secure assumptions, mostly lattices, have been proposed [Agr+22; AEB20; Pap+19;
Rüc10].
Most notably, the Schnorr blind signature scheme proposed by Chaum [CP92], which is considered
to be one of the most efficient blind signature schemes, can neither be proven secure in the standard
model nor in the random oracle model without any stronger assumptions [FS10; BL13b]. Only in the
generic group model in addition to the random oracle, Schnorr and Jakobsen [SJ05] were able to prove
the one-more unforgeability. Fuchsbauer et al. [FPS19] later presented a proof in the algebraic group
model; a less idealized model than the generic group model. However, the security of the Schnorr and
Okamoto-Schnorr blind signature schemes relies on the ROS problem, which has been shown to be
solvable in sub-exponential time already in 2002 [Wag02] and even in polynomial time in an attack
published by Benhamouda et al. [Ben+22]. To overcome this vulnerability, Fuchsbauer et al. [FPS19]
proposed a ”clause” blind Schnorr signature scheme that builds upon a novel variant of the ROS
problem, the modified ROS problem (MROS). The weighted fractional ROS problem (WFROS) is
another variant proposed by Tessaro and Zhu [TZ22] along with their blind Schnorr signature scheme.

As the applications of blind signatures are versatile and demand different features, various blind signa-
ture variants have been proposed such as fair -, partially -, proxy, or conditional blind signatures. Fair
blind signatures were introduced by Stadler et al. [SPC95] to restrict the unconditional unlinkability
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against illegal misuse, allowing an authority to link a signature with the corresponding signing session.
Partially blind signatures were introduced by Abe and Fujisaki [AF96] and guarantee that a signature
contains some common information on which the signer and user have agreed to. For e-cash systems,
this common information may be the value of the issued coin. The first proxy blind signature scheme
was presented by Lin and Jan [LJ00] that allows delegating the signing authority to another party,
the proxy, which then can blindly sign messages on behalf of the original signer. Conditional blind
signatures [ZGP17] are designated verifier signatures where the signer can specify whether a signature
is valid or not, which however remains oblivious for the user.

In Table 4.1, we compare different Schnorr blind signature schemes in terms of assumptions, moves
of interactions, complexity (communication and computation), whether they are concurrently secure,
require computation (and verification) of zero-knowledge proofs (ZKPs), and if they are compatible
with Schnorr. Regarding the moves, we omit considering an initial interaction by the user to trigger
the signature issuing as implicitly done in other works when specifying the rounds. The last property
applies if a scheme uses the same verification algorithm as the standard Schnorr scheme such that it
can be used in systems that already use Schnorr signatures.

Table 4.1: Comparison of blind Schnorr signature schemes.

Scheme Assumptions Moves of Complexity Concurrency ZKPs Compatible
Interaction w/ Schnorr

[CP92]
OMDL, ROS,
RO, AGM

3 O(1) No No Yes

[FPS19]
OMDL, MROS,

RO, AGM
3 O(1) Yes No Yes

[KLR21] Schnorr, RO 7 O(l)†1 Yes No No

[TZ22] 1)†2
OMDL, WFROS,

RO, GGM
3 O(1) Yes No No

[TZ22] 3)†2
DL, WFROS,
RO, AGM

3 O(1) Yes No No

[FW22] Schnorr, DL 4 O(1) Yes Yes Yes

†1: l denotes the number of signing executions.
†2: With 1) and 3), we refer to the first proposed scheme, defined as BS1, and the third scheme BS3, respectively.

4.2 Definition

We follow the definitions from [FPS19; HKL19] for blind signature schemes and their security notions.

Definition 23 (Blind Signature Scheme). A blind signature scheme is a tuple of five algorithms
BS = (Setup,KeyGen,Sign,User,Verify) along with an associated message spaceM that are defined as
follows:

• pp ←$ Setup(1λ): On input the security parameter 1λ, the PPT algorithm Setup outputs the
public parameters pp.

• (sk, pk)←$ KeyGen(pp): On input the public parameters pp, the PPT algorithm KeyGen, outputs
a secret key sk and a public key pk.

• (b, σ) ←$ ⟨Sign(sk), User(pk,m)⟩: The interactive, randomized signing protocol between the
signer algorithm Sign and the user algorithm User. The algorithm Sign takes as input the secret
key sk and outputs a bit b which equals 1 to indicate success or 0 to indicate failure. The algo-
rithm User takes the public key pk and a message m ∈M, and eventually outputs a signature σ
which can equal ⊥ to indicate failure.
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• 0/1 ← Verify(pk,m, σ): On input a public key pk, a signature σ and a message m ∈ M, the
DPT algorithm Verify outputs either 1 or 0 indicating a valid or invalid signature on the message
m with respect to pk.

A blind signature scheme BS must be correct, which requires that all signatures generated by honestly
following the signing protocol, verify.

Definition 24 (Correctness for BS). A blind signature scheme BS is correct, if for all λ ∈ N and all
messages m ∈M followed by running pp←$ Setup(1λ), (sk, pk)←$ KeyGen(pp), we have:

Pr[(b, σ)←$ ⟨Sign(sk), User(pk,m)⟩ : (b = 1 ∧ Verify(pk,m, σ))] = 1

A blind signature scheme BS is secure if it satisfies unforgeability and blindness. We provide the
formal definitions below.
Unforgeability in the context of blind signatures demands that no adversarial user should be able
to output k valid message-signature pairs for a given public key after having requested only k − 1
signatures from the signer.

Definition 25 (Unforgeability for BS). A blind signature scheme BS is unforgeable if for all PPT
adversaries A, we have Pr

[︁
UnforgeABS(1

λ) = 1
]︁
≤ negl(λ) for a negligible function negl(λ) and the

security game UnforgeBS defined in Figure 4.1.

Game UnforgeABS(λ):

• Setup Phase: The challenger sets up the public parameters pp ←$ BS.Setup(1λ) and a
key-pair (sk, pk)←$ BS.KeyGen(pp), and initializes qs ← 0. Finally, it runs the adversary A
on input the public key pk.

• Online Phase: A is given access to the oracle OSignBS which executes the signing protocol
⟨BS.Sign(sk), ·⟩ on behalf of the signer, where A plays the role of the user. A is also allowed
to interleave the various oracle calls arbitrarily. For each finished execution of the signing
protocol, qs is increased as qs ← qs + 1.

• Output Phase: A wins the game if it outputs a forgery of unique pairs (m∗
i , σ

∗
i )i∈[k] where

all signatures are valid, i.e., BS.Verify(m∗
i , σ

∗
i , pk) = 1 for i ∈ [k], and it holds that k > qs.

Figure 4.1: The security game for unforgeability of blind signature schemes.

Blindness demands that an adversarial signer cannot link executions of the signing protocol with the
signed message or the resulting signature. This notion is captured by showing that an adversary
cannot decide which message m0,m1 was signed first after the user has obtained a signature on both
messages in random order.

Definition 26 (Blindness for BS). A blind signature scheme is blind if for all PPT adversaries A, it
holds that Pr

[︁
BlindABS(1

λ) = 1
]︁
≤ 1

2 + negl(λ), for a negligible function negl(λ) and the security game
BlindBS defined in Figure 4.2. If this equation is changed to Pr

[︁
BlindABS(1

λ) = 1
]︁
= 1

2 and holds for all
unbounded adversaries, the scheme is considered perfectly blind.

4.3 Blind Schnorr Signatures

We now recapitulate the original blind Schnorr signature scheme oBSS by Chaum [CP92] and the
modified scheme BSS by Fuchsbauer et al. [FPS19], which reduces to the modified ROS problem. We
further recap the security properties of the BSS scheme as we will later reduce the unforgeability and
blindness of our threshold blind Schnorr signature construction to this scheme.
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Game BlindABS(λ):

• Setup Phase: The challenger runs the adversary A given 1λ as an input who outputs a
public key pk and two messages m0,m1. The challenger then samples a bit b←$ {0, 1}.

• Online Phase: A is given access to the oracles OUserBS,b and OUserBS,1−b which
can be queried only once. The oracles execute the protocol ⟨·, BS.User(pk,mb)⟩ and
⟨·, BS.User(pk,m1−b)⟩, respectively, where A plays the role of the signer. The adversary
is allowed to arbitrarily interleave between the oracle queries. Only after both executions
have been successfully finished, i.e., σb ̸= ⊥ and σ1−b ̸= ⊥ with σb ←$ BS.User(pk,mb) and
σ1−b ←$ BS.User(pk,m1−b), the last oracle replies with (σb, σ1−b). If one of the signatures is
invalid, it replies with (⊥,⊥).

• Output Phase: A wins the game, if it outputs a bit b′ such that b′ = b.

Figure 4.2: The security game for blindness of blind signature schemes.

4.3.1 Original Blind Schnorr Signature Scheme

The original blind Schnorr signature scheme oBSS introduced by Chaum [CP92] relies on the ROS
problem and therefore should be considered insecure. Nevertheless, for giving an intuition on how the
ROS problem affects blind Schnorr signature schemes and for illustrating the modification by Fuchs-
bauer, we recap it here:

Setup: The setup algorithm oBSS.Setup is the same as Schn.Setup.

Key Generation: The key generation algorithm oBSS.KeyGen is the same as Schn.KeyGen.

Signature Generation: The signing protocol ⟨oBSS.Sign(sk), oBSS.User(pk,m)⟩ between the signer
S and the user U works as follows:

1. The signer samples a nonce r ←$ Zp and sends R← rG to the user.

2. The user samples two blinding values α, β ←$ Zp, computes R′ ← R+αG+βX. It then computes
c′ ← H(R′,m) and responds with the challenge c← c′ + β mod p.

3. The signer responds with s← r + cx and outputs 1.

4. The user checks if sG = R+cX holds, then sets s′ ← s+α and outputs the signature σ := (R′, s′).

Verification: The verification algorithm oBSS.Verify is the same as Schn.Verify.

Correctness of oBSS holds since when verifying a given signature σ = (R′, s′) we have:

s′G = sG+ αG = (r + cx)G+ αG = R+ cX + αG

= R+ αG+ βX + c′X = R′ + H(R′,m)X

Theorem 1 (Unforgeability). Let Aalg be an algebraic adversary against the unforgeability of the
oBSS scheme running in time at most τ and making at most qs queries to OSignoBSS and qh queries
to the random oracle. Then, there exist an adversary Bomdl against the one-more discrete logarithm
problem making at most qs queries to the Dlog oracle and an adversary Bros against the ROS problem
making at most qh + qs + 1 random oracle queries, both running in time at most τ +O(qh + qs) such
that it holds:
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Pr
[︂
Unforge

Aalg

oBSS(1
λ) = 1

]︂
≤ Pr

[︂
OMDLBomdl(1λ) = 1

]︂
+ Pr

[︂
ROSBros

l (1λ) = 1
]︂

Theorem 2 (Blindness). The oBSS scheme satisfies perfect blindness. That is, for all adversaries A
against the blindness of oBSS, it holds that:

Pr
[︂
BlindAoBSS(1

λ) = 1
]︂
=

1

2

4.3.2 Clause Blind Schnorr Signature Scheme

The clause blind Schnorr signature scheme by Fuchsbauer et al. [FPS19] is a modification of the
previous scheme where two sessions of the signing protocol are run in parallel, while the signer only
finishes one of them (giving it the name ”clause” from finishing Run1 ∨Run2).

Setup: The setup algorithm BSS.Setup is the same as Schn.Setup.

Key Generation: The key generation algorithm BSS.KeyGen is the same as Schn.KeyGen.

Signature Generation: The signing protocol ⟨BSS.Sign(sk), BSS.User(pk,m)⟩ between the signer
S and the user U works as follows:

1. The signer samples two nonces r0, r1 ←$ Zp and sends R0 ← r0G and R1 ← r1G to the user.

2. The user performs the following steps for k ∈ {0, 1}: Sample blinding values αk, βk ←$ Zp,
compute R′

k ← Rk + αkG + βkX, and compute the challenge as c′k ← H(R′
k,m) and ck ←

c′k + βk mod p. The challenge tuple (c0, c1) is then sent back to the signer.

3. The signer samples a bit b ←$ {0, 1} and answers with (b, s), where s ← rb + cbx. Lastly, it
outputs 1.

4. The user checks if sG = Rb + cbX holds, then sets s′ ← s + αb and outputs the signature
σ := (R′

b, s
′).

Verification: The verification algorithm BSS.Verify is the same as Schn.Verify.

The proof of correctness for BSS is identical to oBSS.

The clause blind Schnorr signature scheme BSS by Fuchsbauer et al. [FPS19] is unforgeable assuming
the hardness of the one-more discrete logarithm problem and modified ROS problem and satisfies
perfect blindness. Here, we only recapitulate the security properties; for details on the proof carried
out in the random oracle and algebraic group model, we refer to their paper.

Theorem 3 (Unforgeability). Let Aalg be an algebraic adversary against the unforgeability of the BSS
scheme running in time at most τ and making at most qs queries to OSignBSS and qh queries to the
random oracle. Then, there exist an adversary Bomdl against the OMDL problem making at most qs
queries to the Dlog oracle and an adversary Bmros against the modified ROS problem making at most
qh + qs + 1 random oracle queries, both running in time at most τ +O(qh + qs) such that it holds:

Pr
[︂
Unforge

Aalg

BSS (1
λ) = 1

]︂
≤ Pr

[︂
OMDLBomdl(1λ) = 1

]︂
+ Pr

[︂
MROSBmros

l (1λ) = 1
]︂

Theorem 4 (Blindness). For all PPT adversaries A against the blindness of the BSS scheme, there
exist two PPT adversaries B1,B2 against the blindness of the oBSS scheme such that it holds:

Pr
[︂
BlindABSS(1

λ) = 1
]︂
≤ 4 ·

(︂
Pr

[︂
BlindB1

oBSS(1
λ) = 1

]︂
+ Pr

[︂
BlindB2

oBSS(1
λ) = 1

]︂)︂
Since the original bind Schnorr signature scheme oBSS by Chaum [CP92] is perfectly blind, the blind
Schnorr signature scheme BSS by Fuchsbauer et al. [FPS19] is also perfectly blind.
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4.3.3 Alternative Blind Schnorr Signature Schemes

In this section, we discuss other blind Schnorr signature schemes regarding their applicability for con-
verting them to a threshold construction in the context of cryptographic wallets.

Katz et al. [KLR21] presented a generic transform of ”boosting” the security of certain blind sig-
nature schemes (including Schnorr) under logarithmically many executions to polynomial many ex-
ecutions while maintaining possible concurrent security. Their transformation builds upon the idea
of Pointcheval [Poi98], who originally proposed their transformation for the Okamoto-Schnorr blind
signature scheme. The core idea from Pointcheval is a cut-and-choose technique, where the user and
the signer always start two parallel sessions and let the user initially commit to its randomness to be
used for the challenges. The signer later chooses which of the two commitments the user has to reveal
and only on successful verification replies with the final signature value. If the verification fails, the
signer has to halt forever and refuse any future signing queries. The intuition behind the transform
is that if the user behaves honestly, the simulator can extract the randomness of both commits and
can simulate signing without invoking the signer of the underlying blind signature scheme. If the user
misbehaves and tries to cheat in one session, the simulator has to invoke the signer for the session
where it cannot extract the randomness. However, as the user can only succeed in cheating with
probability 1

2 in each session, the probability that the signer of the blind signature scheme is invoked
super-logarithmic times is negligible.
Katz et al. improved Pointcheval’s transform such that the signer still can continue signing after
detecting a cheating user. Furthermore, if the underlying blind signature scheme supports concurrent
security, the transformed scheme also maintains concurrent security, unlike to Pointcheval’s transform.
The downside is that the communication and computation overhead linearly increases with every
signing session (or with each detected cheating attempt) leading to a 1-out-of-N cut-and-choose for
the N − 1st execution. For both approaches, the verification of the transformed scheme differs from
the original blind signature scheme as it requires an additional step before running the underlying
verification algorithm.
The applicability in practice is therefore questionable, especially for systems where many signatures
are issued per time and by different users. With Pointcheval’s technique, if one user would be caught
cheating at some point, the signer(s) would stop issuing signatures in general, also to other users. As
we can reasonably assume one user per public key for cryptographic wallets and do not necessarily
require concurrent signing, the compromise (other than the different verification algorithm) could be
tolerated. While the support for concurrency by Katz et al. is beneficial, a growing computation
and communication effort per requested signature is highly ineligible in this context. Only using their
alternative method of only increasing the required commitments per cheating attempt may be more
realistic in practice. In a recent work by Chairattana et al. [Cha+22], the authors improved the
communication complexity to grow only logarithmically with the number of sessions using random-
ness homomorphic commitments and puncturable pseudorandom functions. Still, the major downside
for all ”boosting” transformations remains that the verification is different than for standard Schnorr
signatures such that it is incompatible with existing systems using Schnorr signatures as desired by
our application for cryptographic wallets.

The blind Schnorr schemes by Tessaro and Zhu [TZ22], described in Section 2.4.2, build upon a
variant of the ROS problem, the WFROS problem that is assumed to be harder than ROS and
MROS, according to the authors.
Compared to the original blind Schnorr scheme, their computational and communication overhead is
insignificant; it only consists of the signer sending another nonce Y = yX, where X is the public key,
in the first round and its discrete logarithm y in the third round. This additional nonce is consequently
also included by the user in the (un-)blinding computations and for signature verification. The result is
that the final signature can be considered as a signature with respect to Y as the public key, such that
the verification algorithm has to be slightly adapted. Unless the setting already expects a different
public key for every new signature and includes it in the hash for the challenge, their scheme is not
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compatible with existing systems employing Schnorr signatures. The authors prove the unforgeability
of their scheme to the DL assumption in the generic group model.
In addition, Tessaro and Zhu also propose an alternative scheme that is secure in the algebraic group
model, which further demands a changed public key with an additional group element compared to
Schnorr. Without adding this extra group element in the public key, the scheme can only be reduced
to the OMDL assumption as opposed to the weaker DL assumption.

The recently published blind Schnorr scheme by Fuchsbauer and Wolf [FW22], mentioned in Section
2.4.2, mitigates ROS attacks by leveraging zero-knowledge proofs over the hash function used for com-
puting the challenge. Initially, the user commits to the blinding values and the message, it will use
later on in the session, by sending them in encrypted form using a public-key encryption scheme. After
having received the nonce from the signer, the user sends, along with the challenge, a zero-knowledge
proof proving that the values committed in the previous step have been correctly used to compute the
challenge. The obvious drawback is that this approach requires an additional communication round
between the user and the signer(s) for the commitment step. Moreover, the zero-knowledge proof
is computationally considerably expensive both in its generation and in its verification, the latter of
which must be performed by all signers in a threshold setting.

Lastly, the clause blind Schnorr signature scheme by Fuchsbauer et al. [FPS19], described in Section
4.3.2, is based on another variant of the ROS problem, the MROS problem. Similar to Pointcheval
[Poi98], we can think of that the signer and the user always begin two parallel signing sessions, whereas
the signer decides which sessions will be completed. But in contrast to the boosting techniques, the
scheme does not require any commitment by the user and thus remains only with two rounds. The
scheme by Fuchsbauer further allows the same verification as for the original (blind) Schnorr signature
scheme.
To conclude, we consider the clause blind Schnorr signature scheme by Fuchsbauer as the most efficient
scheme that is on top directly compatible with existing Schnorr supporting systems and therefore also
most suitable for cryptographic wallets for various cryptocurrencies.
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5 Threshold Blind Signatures

In this chapter, we first introduce the definition of threshold blind signature schemes and their notions
of security. Then, we present our threshold blind Schnorr signature scheme and prove the security of
our construction.

5.1 Background

The first threshold blind signature scheme has been introduced by Juang and Lei in 1996 [JL96]
based on the discrete logarithm but without any proof of security. Later, the first provably secure
constructions were presented by Lei et al. [LJY02] and Kim et al. [KKL02] in 2002. Both schemes are
based on the Okamoto-Schnorr blind signature scheme and reduce their security onto it. As the security
of the Okamoto-Schnorr blind signature scheme has been broken due to the novel ROS attacks, we can
thus consider both constructions as insecure. A robust threshold blind signature has been proposed
by Vo et al. [VZK03], which is based on pairings and reduces its security to the hardness of the
Gap-Diffie-Hellman assumption in the random oracle model. Another robust scheme that supports
partial blindness was presented by Cao et al. [CZL06], which is based on the RSA assumption.
A major drawback is that their scheme requires an always trusted party for the signing protocol.
In 2015, Kutcha and Manulis [KM15] provided the first formalization of threshold blind signatures
along with their pairing-based construction in the standard model. They employ techniques of the
Okamoto-Schnorr blind signature scheme and various non-interactive zero-knowledge proofs. The
rerandomizable property allows randomizing a given signature such that it is indistinguishable from
the original signature. For privacy-preserving use cases, such as anonymous credentials, this eliminates
the need for expensive zero-knowledge proofs in order to keep proofs about the signature unlinkable.
However, so far no threshold blind signature scheme has been proposed that is based on plain Schnorr
and allows unmodified verification of the issued signatures so that it can be seamlessly integrated into
existing Schnorr-supporting systems.
In Table 5.1, we compare different threshold blind signature schemes in terms of assumptions, moves
of interactions, complexity (communication and computation), and whether it requires pairings, zero-
knowledge proofs (ZKPs), or a trusted party (TP). Regarding the complexity, as for threshold signa-
tures regarding, we assume a signature dealer for replacing broadcasts and being responsible for the
combination and verification of partial signatures.

Table 5.1: Comparison of threshold blind Schnorr signature schemes.

Scheme Assumptions Moves of Complexity Pairings ZKPs TP
Interactions

[VZK03] GDH, RO 2 O(1) Yes No No

[CZL06] RSA, RO 2 O(1) No No Yes

[KM15] CDH, DLin 2 O(n) Yes Yes No

TBSS
OMDL, MROS,

RO, AGM
3 O(1) No Yes †1 No

BFROST - †2 3 O(n)†3 No Yes †1 No

†1: Note that the NIZK proof only consists of proving knowledge of a discrete logarithm which
could be just instantiated via Schnorr.
†2: Has no formal security proof yet.
†3: Can be reduced to O(1) using an optimization by Crites et al. [CKM21].
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5.2 Definition

A (t, n)-threshold blind signature scheme allows a user to obtain a signature on a message issued
under a threshold-shared key while ensuring that the signers do not learn the message, and as long as
less than t signers are corrupt, the scheme remains secure. We now provide the formal definition of a
threshold blind signature scheme and its security properties as influenced by [FPS19; KLR21; KM15].
We note that we cannot adopt the already existing definition by Kuchta and Manulis [KM15] since
their definition does not support concurrency between the signing rounds.

Definition 27 (Threshold Blind Signature TBS). A (t, n)-threshold blind signature scheme is executed
between a set of n signers Si with i ∈ S and a user U and consists of a tuple of five algorithms
TBS = (Setup,KeyGen, Sign,User,Verify) along with an associated message space M that are defined
as follows:

• pp←$ Setup(1λ): On input the security parameter 1λ, the PPT algorithm Setup outputs the public
parameters pp, which might include common reference strings used within the other algorithms.

• ({ski, vki}i∈S , pk) ←$ KeyGen(pp, t, n): On input the public parameters pp, and two integers
t, n ∈ N with 1 ≤ t ≤ n, the PPT algorithm KeyGen, outputs a secret key share ski and a
verification key share vki for every signer Si with i ∈ S and the common public key pk. The
signers’ secret key shares ski form a (t, n)-threshold sharing of the shared secret corresponding
to the common public key pk.

• (b, σ)←$ ⟨Sign(sk1,V), . . . ,Sign(skn,V), User(pk,m)⟩: The interactive, randomized signing pro-
tocol between the signer algorithms Sign and the user algorithm User. The input of each Sign algo-
rithm is a secret key ski of signer Si with i ∈ S and the set of all verification keys V := {vki}i∈S .
The output of Sign is a bit b, which equals 1 to indicate success or 0 to indicate failure (to sim-
plify the notation, the protocol only outputs a single bit b corresponding to the conjunction of all
bits). The User algorithm takes as input the public key pk and a message m ∈ M, and in the
end outputs the signature σ, where σ = ⊥ on failure.

• 0/1←$ Verify(pk,m, σ): On input the public key pk, a signature σ, and a message m ∈ M, the
DPT algorithm Verify outputs 1 if the signature on the message m is valid with respect to pk and
0, otherwise.

A threshold blind signature scheme TBS has to satisfy correctness, which requires that all signatures
generated by honestly following the signing protocol verify.

Definition 28 (Correctness for TBS). A (t, n)-threshold blind signature scheme TBS is correct, if
for all λ ∈ N and all messages m ∈ M followed by running pp ← Setup(1λ), ({ski, vki}i∈S , pk) ←
KeyGen(pp, t, n) for i ∈ S with the set of all verification keys V := {vki}i∈S , we have:

Pr

[︃
(b, σ)←$ ⟨Sign(sk1,V), . . . ,Sign(skn,V), User(pk,m)⟩ : (b = 1

∧ Verify(pk,m, σ))

]︃
= 1

A threshold blind signature scheme TBS is secure if it satisfies unforgeability and blindness. We
provide the formal definitions below.
Unforgeability for blind signatures follows the ”one-more” paradigm in the sense that after the ad-
versary finishes k − 1 executions of the signature issuing protocol, it should not be able to output k
distinct and valid signatures. In the case of threshold blind signatures, the adversary is further allowed
to corrupt up to t− 1 signers with whom it can participate in the signing sessions.

Definition 29 (Unforgeability for TBS). A (t, n)-threshold blind signature scheme TBS is unforgeable
if for all PPT adversaries A, we have Pr

[︁
UnforgeATBS(λ) = 1

]︁
≤ negl(λ) for a negligible function negl(λ)

and the security game UnforgeTBS defined in Figure 5.1.
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Game UnforgeATBS(λ):

• Setup Phase: The challenger sets up the public parameters pp←$ TBS.Setup(1λ) and the
key-pairs ({ski, vki}i∈S , pk)←$ TBS.KeyGen(pp, t, n) for i ∈ S, and sets V := {vki}i∈S . Also,
it initializes qs ← 0. Finally, it runs the adversary A on input the public key pk.

• Corruption Phase: A outputs a set SC of signer indices it wants to corrupt, where SC ⊂ S
and |SC | ≤ t− 1. The challenger then hands out the secret keys {ski}i∈SC

to A.

• Online Phase: A is given access to the oracle OSignTBS which executes the signing protocol
on behalf of the honest signers together with the corrupt signers, where A plays the role of
the user. A is also allowed to interleave the various oracle calls arbitrarily. For each finished
execution of the signing protocol, qs is increased as qs ← qs + 1.

• Output Phase: A wins the game if it outputs a forgery of unique pairs (m∗
i , σ

∗
i )i∈[k] where

all signatures are valid, i.e., TBS.Verify(pk,m∗
i , σ

∗
i ) = 1 for i ∈ [k], and it holds that k > qs.

Figure 5.1: The security game for one-more unforgeability of threshold blind signature schemes.

Blindness requires that the adversary, who is in control of all signers, should not be able to link
executions of the signing protocol with the message that has been signed or the resulting signature.

Definition 30 (Blindness for TBS). A (t, n)-threshold blind signature scheme is blind if for all PPT
adversaries A, it holds that Pr

[︁
BlindATBS(λ) = 1

]︁
≤ 1

2+negl(λ), for a negligible function negl(λ) and the
security game BlindTBS defined in Figure 5.2. If this equation is changed to Pr

[︁
BlindATBS(1

λ) = 1
]︁
= 1

2
and holds for all unbounded adversaries, the scheme is considered perfectly blind.

5.3 Our Construction

In this section, we present our (t, n)-threshold blind Schnorr signature scheme TBSS based on the
blind Schnorr signature scheme by Fuchsbauer et al. [FPS19] and the threshold Schnorr signature
scheme by Lindell [Lin22], which uses equivocable commitments and zero-knowledge proofs. Our
construction is secure in the presence of a dishonest majority and supports identifiable aborts, i.e.,
misbehaving participants can be identified and excluded from further signing sessions. Depending on
the signing stage and the number of participants relating to t, the protocol can even continue in the
case of misbehaving participants.

Setup: The algorithm TBSS.Setup(1λ) takes the security parameter 1λ as an input and outputs the
public parameters pp := (p,G, G,H, crsEC, crsZK), where:
The first three parameters correspond to a group description given by (p,G, G) ←$ GrGen(1λ) and H
is a hash function with H : {0, 1}∗ → Zp. The last two parameters, crsEC and crsZK are common refer-
ence strings for the equivocable commitment scheme EC and the non-interactive zero-knowledge proof
system NIZK, respectively. They are in turn generated using their respective setup algorithm, i.e.,
crsEC ←$ EC.Setup(1λ) and crsZK ←$ NIZK.Setup(1λ,R). The relationR we use for the NIZK scheme to
prove knowledge over the discrete logarithm of a value Y ∈ G is defined as follows: (ϕ,w) = (Y, y) ∈ R
iff Y = yG, where y ∈ Zp.

Key Generation: The algorithm TBSS.KeyGen(pp, t, n) takes the public parameters pp and two
integers t, n ∈ N as an input, where 1 ≤ t ≤ n. A trusted dealer samples a random x←$ Zp and runs
Shamir’s secret sharing scheme SSS by first choosing a random polynomial f(z) = a0 + a1z + . . . +

27
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Game BlindATBS(λ):

• Setup Phase: The challenger runs the adversary A given 1λ as an input who outputs a
public key pk and two messages m0,m1. The challenger then samples a bit b←$ {0, 1}.

• Online Phase: A is given access to the oracles OUserTBS,b and OUserTBS,1−b which
can be queried only once. The oracles execute the protocol ⟨·, TBS.User(pk,mb)⟩ and
⟨·, TBS.User(pk,m1−b)⟩, respectively, where A plays the role of the signers. The adversary
is allowed to arbitrarily interleave between the oracle queries. Only after both executions
have been successfully finished, i.e., σb ̸= ⊥ and σ1−b ̸= ⊥ with σb ←$ TBS.User(pk,mb) and
σ1−b ←$ TBS.User(pk,m1−b), the last oracle replies with (σb, σ1−b). If one of the signatures
is invalid, it replies with (⊥,⊥).

• Output Phase: A wins the game, if it outputs a bit b′ such that b′ = b.

Figure 5.2: The security game for blindness of threshold blind signature schemes.

at−1z
t−1 of degree t−1 with a0 = x. The secret key share and verification key share for signer Si with

i ∈ S is then computed as ski ← f(i) and vki ← f(i)G, respectively. Finally, the common public key
is set to pk ← xG.
Instead of standard Shamir’s secret sharing, the trusted dealer could also execute a verifiable secret
sharing protocol for the key generation such as Pedersen’s VSS scheme [Ped01].
Furthermore, the need for a trusted dealer can be eliminated by implementing the key generation al-
gorithm in a distributed manner, where each participant contributes to the generation of the common
secret. Possible distributed key generation protocols are, e.g., the DKG scheme by Pedersen [Ped91]
or the robust DKG scheme by Gennaro et al. [Gen+99].

Signature Generation: The signing protocol ⟨Sign(sk1,V), . . . ,Sign(skn,V), User(pk,m)⟩ between
the signers Si with i ∈ S and the user U is depicted in Figure 5.3. Since only more than t signers
have to participate in the singing protocol, we denote the set of active signers with S0, where S0 ⊆ S.
Each signer Si is given its secret key ski, which it parses as xi := ski, and the set of all verification
keys {vk1, . . . , vkn} := V, parsed as Xi := vki as an input. The user’s U input is the public key pk,
which it parses as X := pk, and a message m. The protocol consists of an initialization step for the
signers, two signing stages, and two user stages that are described below:

Initialization: Prior to the first signing stage, every signer converts its secret share xi, contained
in their secret key ski, and the verification keys {vki}i∈S0 into additive form using the Lagrange
coefficient for the set S0. Concretely, this is done by multiplying xi and all vki with λi =

∏︁
j∈S0
j ̸=i

j
j−i .

Signing Stage 1: Each signer Si begins with generating a secret nonce r0,i ←$ Zp and computes the
public nonce as R0,i ← r0,iG. Then, Si creates a commitment co0,i on R0,i using the equivocable
commitment scheme EC and computes a zero-knowledge proof π0,i that proves knowledge the
discrete logarithm of R0,i using the NIZK scheme. The commitment co0,i is then broadcasted to all
other signers. When having received all other commitments, each signer reveals (R0,i, op0,i, π0,i),
where op0,i is the opening value of the commitment. Using this tuple, each signer verifies the
commitments of the other signers and the proof. If they do not verify, the misbehaving signer is
reported and excluded from the signer set S0. As long as it still holds that |S0| ≥ t, the protocol
continues after repeating the initialization step with the updated signing set, otherwise it aborts.
The signers then proceed with computing R0 as the sum of all individual R0,i values. They repeat
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this process for the second secret nonce r1,i to end up with R1 (note that the generation of R0 and
R1 can be parallelized). Finally, they send (R0, R1) to the user.

User Stage 1: After having received (R0, R1), the user blinds its message m as follows: First, the
user samples random α0, β0 ←$ Zp values and computes R′

0 ← R0 + α0G + β0X. Then, the user
computes the challenge using the hash function H as c′0 ← H(R′

0,m) and c0 ← c′0 + β0 mod p. The
user repeats this process for R1 and ends up with the challenge tuple (c0, c1) which is sent back to
the signers.

Signing Stage 2: After having received the challenges c0, c1 from the user, the signers collabora-
tively sample a bit to decide which R0, R1 and c0, c1 value they will use to create the signature. To
do so, each signer chooses a random bit bi, commits to it using EC, broadcasts the commitment to
the other signers, and reveals the bit and opening value after having received all other commitments.
Using the opening values, each signer verifies the commitments of the other signers, if they do not
verify, the misbehaving signer is reported and the protocol aborts. The resulting bit b is calculated
as the sum of all signers’ bits bi modulo 2. Having decided on the bit b, each signer computes and
broadcasts its response si using the secret share xi as si ← rb,i + cbxi mod p. Before computing
the final response s, the well-formedness of each response is checked with sjG = Rb,j + cbXj for
j ∈ S0, while for an invalid sj , signer Sj is reported and the protocol aborts. The final response s,
which is computed as the sum of all si values, and the bit b are then sent back to the user. Lastly,
the signers output 1 to indicate success.

User Stage 2: After having received the bit b and the value s, the user first validates the correctness
of s by checking if sG = Rb + cbX holds. If this equation does not hold, the user aborts, otherwise
the user then unblinds s by computing s′ ← s + αb. Lastly, the user outputs the final signature
σ := (R′

b, s
′).

Verification: The verification algorithm TBSS.Verify(pk, σ,m) first parses the public key as X := pk
and the signature as (R, s) := σ. Then, it computes c← H(R,m) and outputs 1 if sG = R+ cX holds
and 0, otherwise.
Note that the verification works exactly the same as in the original Schnorr signature scheme (cp.
Section 2.5.2).

We now show correctness of our construction.

Lemma 1 (Correctness). Our (t, n)-threshold blind Schnorr signature scheme TBSS satisfies correct-
ness; that is, if the signers and the user honestly follow the signing protocol, the resulting signature σ
verifies with probability 1.

Proof. Let σ := (R′
b, s

′) be the signature on a message m that was output by the user in the protocol
⟨TBSS.Sign(sk1,V), . . . ,TBSS.Sign(skn,V), TBSS.User(pk,m)⟩. Since the secret key shares ski := xi
provided by KeyGen are (t, n)-threshold shares of the common secret x corresponding to the public
key pk := X = xG, and after the initialization step it holds that

∑︁
i∈S0

xi = x, we have:

s′G = sG+ αbG =
∑︂
i∈S0

siG+ αbG =
∑︂
i∈S0

(rb,i + cbxi)G+ αbG

= Rb + cbX + αbG = Rb + αbG+ βbX + c′bX = R′
b + H(R′

b,m)X

5.3.1 Proof of Security

We now formally prove the security of our (t, n)-threshold blind Schnorr signature in terms of unforge-
ability and blindness by reducing it to the security of the underlying blind Schnorr signature scheme
by Fuchsbauer et al. [FPS19].
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TBSS.Sign(ski,V) : TBSS.User(pk,m) :

Parse xi := ski Parse X := pk

Parse {vk1, . . . , vkn} := V
Parse Xj := vkj for j ∈ S

Signing Stage 1:

For i ∈ S0 and k ∈ {0, 1} :
1. rk,i ←$ Zp, Rk,i ← rk,iG

2. (cok,i, opk,i)←$ EC.Com(crsEC, Rk,i);

πk,i ←$ NIZK.Prove(crsZK, Rk,i, rk,i);

broadcast cok,i to S0
3. Broadcast (Rk,i, opk,i, πk,i) to S0
4. Check EC.Open(crsEC, cok,j , opk,j) = Rk,j ̸= ⊥ ∧
NIZK.Verify(crsZK, Rk,i, πk,j) = 1 for j ∈ S0 \ {i}

5. Rk ←
∑︂
j∈S0

Rk,j
R0, R1

User Stage 1:

For k ∈ {0, 1} :
1. αk, βk ←$ Zp

2. R′
k ← Rk + αkG+ βkX

c0, c1 3. ck ← H(R′
k,m) + βk mod p

Signing Stage 2:

For i ∈ S0
1. bi ←$ {0, 1};

(co′i, op
′
i)←$ EC.Com(crsEC, bi);

broadcast co′i to S0
2. Broadcast (bi, op

′
i)

3. Check EC.Open(crsEC, co
′
j , op

′
j) = bj ̸= ⊥

for j ∈ S0 \ {i}

4. b← (
∑︂
j∈S0

bj) mod 2

5. si ← rb,i + cbxi mod p; broadcast si to S0
6. Check sjG = Rb,j + cbXj for j ∈ S0 \ {i}

7. s←
∑︂
j∈S0

sj mod p b, s

User Stage 2:

1. Check sG = Rb + cbX

2. s′ ← s+ αb

Output 1 Output σ := (R′
b, s

′)

Figure 5.3: The signing protocol of our TBSS construction
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Theorem 5 (Unforgeability). Our (t, n)-threshold blind Schnorr signature scheme TBSS is unforge-
able assuming the soundness property of the NIZK scheme, the security of the EC scheme, and the
unforgeability of the blind Schnorr signature scheme BSS. Let A be a PPT adversary against the un-
forgeability of the TBSS scheme, then there exists an PPT adversary B against the unforgeability of
the BSS scheme such that for a negligible function negl(λ), it holds that:

Pr
[︂
UnforgeATBSS(1

λ) = 1
]︂
≤ Pr

[︂
UnforgeBBSS(1

λ) = 1
]︂
+ negl(λ)

We first begin with providing the proof idea that shows the final simulation of the adversary B playing
against the UnforgeBSS game by internally using the adversary A who plays against the UnforgeTBSS
game. B, therefore, has to simulate the oracle OSignTBSS while having access to OSignBSS such that
OSignTBSS behaves exactly as in the security game UnforgeTBSS. Additionally, since A is allowed to
participate in the signing sessions with up to t − 1 corrupted signers, the view in these sessions also
needs to be indistinguishable as in a real execution of the UnforgeTBSS game.
Initially, B receives the public key pk := X from its challenger CBSS and is granted access to the oracle
OSignBSS.
In the setup phase, B prepares the common reference strings using the simulated setup algorithms
for the equivocable commitment scheme EC and for the non-interactive zero-knowledge proof system
NIZK. That is, the common reference string crsEC is given by (crsEC, τEC) ←$ EC.SimSetup(1λ) and
crsZK is given by (crsZK, τNIZK, ξ)←$ NIZK.SimSetup(1λ).
When B provides A with the given public key pk, A outputs a set SC of at most t−1 indices of signers
it wants to corrupt.
After having received SC , B generates the key-pairs (ski, vki) for i ∈ S in a way such that the
combination of the verification key shares vki equals the public key X provided by the challenger
CBSS. For the sake of simplicity of the proof, we assume a fixed signing set S0 that will be used
throughout the signing sessions and contains all corrupt signers. However, it is also possible to
conduct the simulation with arbitrary signing sets, e.g., where the adversary varies with the number
of participating corrupt signers, analogously as shown in the proof by Lindell [Lin22].
First, B chooses a random index of an honest signer i′ ←$ S0 \ SC and sets xi ←$ Zp and Xi ← xiG
for i ∈ S0 \ {i′}. The verification key of Si′ is then patched as X ′

i ← (X −
∑︁

i∈S0\{i′}Xiλi) / λi′ where
λi denotes the Lagrange coefficient for i in the set S0. Note that B does not have the secret share xi′

of Si′ since it does not know the discrete logarithm of Xi′ . The key-pairs (ski, vki) := (xi, Xi) for the
corrupted parties i ∈ SC are then given to A.

Handling OSignTBSS Queries: We divide the execution of ⟨TBSS.Sign(sk1,V), . . . ,TBSS.Sign(skn,V), ·⟩
into two phases corresponding to Signing Phase 1 and Signing Phase 2 in the protocol. This divi-
sion analogously applies to BSS. The protocol begins with the first phase, which ends with outputting
the nonces (R0, R1). The second phase begins when receiving the challenge tuple (c0, c1) from the
user and outputs the tuple (b, s).

Simulating Signing Phase 1: When A queries OSignTBSS, B queries the oracle OSignBSS and
receives the nonce tuple (R0, R1) as a response. Then, B has to simulate performing Signing
Stage 1 of the signing protocol together with the corrupted parties of A. The goal of B is that
the simulation outputs the exact same tuple (R0, R1) while the view for A during the execution is
indistinguishable from a real execution. We now describe how B behaves in this simulation:

• Perform the Steps 1 - 3 as in the protocol.

• After having received all (Rk,i, opk,i, πk,i) tuples from the corrupted signers, B calculates
R∗

k,i′ ← Rk −
∑︁

i∈S0\{i′}Rk,i. Also, it extracts rk,i ← NIZK.Extract(ξ,Rk,i, πk,i) from all
corrupted signers Si with i ∈ SC . Then, A is rewinded to Step 1.

• B computes a new opening value op∗k,i′ ←$ Equiv(τEC, cok,i′ , R
∗
k,i′) such that the commitment

cok,i′ opens to R∗
k,i′ . The new proof is simulated as π∗

k,i′ ←$ SimProve(τZK, R
∗
k,i′). All other

values stay the same.
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• Continue with the Steps 3 - 5 exactly as in the protocol. Since the commitments and proofs
of all honest signers correctly verify, this stage will successfully return Rk.

The nonce tuple (R0, R1) is then sent to the user played by A.

Simulating Signing Phase 2: When receiving the challenge tuple (c0, c1), B forwards the tuple to
its execution of OSignBSS and receives (b, s). Consequently, B has to simulate performing Signing
Stage 2 such that it results with the same output (b, s). This simulation works as follows:

• Follow Steps 1-2 as in the protocol.

• After having received all bits bi from the corrupted signers, B computes b′ ← (
∑︁

i∈S0
bi) mod 2.

If b′ = b, the simulation continues, otherwise A is rewinded to Step 1 and the bit of Si′ is
flipped to b∗i′ ← ¬bi′ . Hence, B also needs to update the opening as op∗i′ ←$ Equiv(τEC, coi′ , b

∗
i′).

• In Step 5, all si values of the honest parties are computed as in the protocol except for si′

which is calculated such that the sum of all values results in s. Therefore, B first calculates
si ← rb,i + cbxi for i ∈ SC . This step is possible since B knows all secret shares xi of the
corrupted parties and knows all nonce shares rb,i due to the extraction of the zero-knowledge
proofs. Then, it patches si′ ← s −

∑︁
i∈S0\{i′} si. Note that even if B would first receive all

si values from the corrupted signers before having to decide on its si′ , we theoretically could
omit the zero-knowledge proofs for the nonces. Yet, if A sends incorrect si values, this would
lead to si′ being incorrect too and thus making the simulation distinguishable.

• Perform Steps 6-7 as in the protocol such that it ends with the output (b, s) for the signers.

Finally, the tuple (b, s) is sent to the user, completing the signing protocol for the oracle query.

When A outputs a forgery (m∗
i , σ

∗
i )i∈[k], B outputs the same to its challenger CBSS, which is trivially

a valid forgery in UnforgeBSS iff it is a valid forgery in UnforgeTBSS.

Now, we will provide the formal proof using the sequence-of-games technique by Shoup [Sho04].

Proof. In order to prove Theorem 5, we create indistinguishable transitions from the original secu-
rity game UnforgeTBSS game played by the PPT adversary A to eventually enable a reduction to the
UnforgeBSS game played by the PPT adversary B. Without loss of generality, we assume a fixed signing
set S0 throughout the signing sessions. Analogously as shown by Lindell [Lin22], the proof can be
extended to support arbitrary signing sets.

Game G0: The first game corresponds to the original game UnforgeTBSS. The only addition is that
the game samples a random honest signer index i′ ← S0 \ SC , where SC denotes the set of at most
t− 1 signers A wants to corrupt. By definition: Pr

[︁
UnforgeATBSS(λ)

]︁
= Pr

[︁
GA

0 (λ)
]︁
.

Game G1: This game works exactly as the previous game with the modification that the com-
mon reference string crsEC for the EC scheme is generated by (crsEC, τEC) ←$ EC.SimSetup(1λ),
which provides the game with the equivocation trapdoor τEC. Due to the equivocation indistin-
guishability of the EC scheme, A only has a negligible advantage of distinguishing the distribu-
tions {crs: crs ←$ EC.Setup(1λ)} and {˜︂crs: (˜︂crs, τ) ←$ EC.SimSetup(1λ)}. Therefore, we have:
Pr

[︁
GA

0 (λ)
]︁
≤ Pr

[︁
GA

1 (λ)
]︁
+ ν1(λ), for a negligible function ν1(λ).

Game G2: This game works like the previous game but the common reference string crsZK for the
NIZK scheme is, similar to crsEC, generated by the simulated setup algorithm as (crsZK, τZK, ξ) ←$

NIZK.SimSetup(1λ,R). Therefore, the game has access to the simulation trapdoor τZK and to the
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extraction trapdoor ξ. Since the zero-knowledge property of the NIZK scheme guarantees that the dis-
tributions {crs: crs ←$ NIZK.Setup(1λ,R)} and {˜︂crs: (˜︂crs, τ, ξ) ←$ NIZK.SimSetup(1λ,R)} are only
distinguishable with a negligible probability, we have: Pr

[︁
GA

1 (λ)
]︁
≤ Pr

[︁
GA

2 (λ)
]︁
+ν2(λ), for a negligible

function ν2(λ).

Game G3: This game is the same as the last game except that in Signing Stage 1, the opening
of signer Si′ is calculated using the EC.Equiv algorithm as op∗k,i′ ←$ Equiv(τEC, cok,i′ , Rk,i′). Due
to the equivocation indistinguishability of the EC scheme, the opening op∗k,i′ is indistinguishable

from a real opening except with a negligible probability. Therefore, it holds that Pr
[︁
GA

2 (λ) = 1
]︁
≤

Pr
[︁
GA

3 (λ) = 1
]︁
+ ν3(λ), for a negligible function ν3(λ).

Game G4: This game is the same as the last game but with another modification in Signing Stage
1, where the proof of signer Si′ is simulated as π∗

k,i′ ←$ SimProve(τZK, Rk,i′). The zero-knowledge prop-
erty of the NIZK scheme ensures that the simulated proof π∗

k,i′ is indistinguishable from a real proof

except with a negligible probability. Therefore, we have Pr
[︁
GA

3 (λ) = 1
]︁
≤ Pr

[︁
GA

4 (λ) = 1
]︁
+ ν4(λ), for

a negligible function ν4(λ).

Game G5: This game proceeds exactly the same as the last game but with the following differ-
ence in the Signing Stage 1: For every proof πk,i with i ∈ SC it received from the corrupt sign-
ers, the game tries to extract the witness, which corresponds to the discrete logarithm of Rk,i, as
rk,i ← NIZK.Extract(ξ,Rk,i, πk,i). If rk,iG ̸= Rk,i, the game aborts. However, due to the knowledge ex-
tractability of the NIZK scheme, this event can only happen with negligible probability. Consequently,
it holds that Pr

[︁
GA

4 (λ) = 1
]︁
≤ Pr

[︁
GA

5 (λ) = 1
]︁
+ ν5(λ), for a negligible function ν5(λ).

Game G6: This game works as the previous game but now the Signing Stage 2 is modified as fol-
lows: At the beginning of the stage, the game samples a random bit b←$ {0, 1}. After it has received
all bits bi, it checks whether b = (

∑︁
i∈S0

bi). If it is true, the game proceeds just like in the protocol,
otherwise, the game behaves as follows: First, A is rewinded to the beginning of the stage. Then, it
flips the bit bi′ ← ¬bi′ of the signer Si′ and creates a new opening value op∗i′ ←$ Equiv(τEC, coi′ , bi′)
for the commitment coi′ such that is opens to the updated bit. The equivocation indistinguishability
ensures that every PPT adversary only has a negligible advantage of distinguishing the opening op∗i′
from a real opening. Following this fact, we have Pr

[︁
GA

5 (λ) = 1
]︁
≤ Pr

[︁
GA

6 (λ) = 1
]︁
+ ν5(λ), for a

negligible function ν5(λ).

Game G7: This last game behaves similarly to the previous game except for the following modifica-
tions: Prior to the protocol, the game begins executing the protocol ⟨BSS.Sign(sk), ·⟩ as a black box
to receive the nonces (R0, R1), where sk := x. Note that since the game has all individual secret keys
ski (esp. xi), it can trivially reconstruct x.
In Signing Stage 1, after the game has received all Rk,i values for i ∈ SC , it updates Rk,i′ ←
Rk −

∑︁
i∈S0\{i′}Ri mod p for k ∈ {0, 1} and rewinds the adversary A to the beginning of the stage.

Note that Rk,i′ is still identically distributed as before since Rk is chosen uniformly at random.
In Signing Stage 2, the game continues the execution of ⟨BSS.Sign(sk), ·⟩ by sending (c0, c1) to the
signer and subsequently receiving (b, s). Then, instead of randomly sampling a bit b as introduced
in game G6, this game uses the received bit b. Furthermore, it will adapt si′ by first calculating
si ← rb,i + cbxi mod p for i ∈ SC and then setting si′ ← s −

∑︁
i∈S0\{i′} si such that the sum of all

si values results in s. The value si′ is also the same value signer Si′ would have sent and thus this
change is indistinguishable and s results in a valid signature.
As the changes are indistinguishable, we have: Pr

[︁
GA

6 (λ) = 1
]︁
= Pr

[︁
GA

7 (λ) = 1
]︁
.

We can now construct an adversary B against the UnforgeBSS game while internally simulating the
game G7 to A: Given the public parameters (p,G, G,H, crsEC, crsZK) := pp and the public keyX := pk
from the challenger CBSS of the UnforgeBSS game, B generates all key-pairs (ski, vki) for i ∈ S as in
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the original protocol but uses the provided public key pk. Also, it patches the verification key share
of signer Si′ to X ′

i ← (X −
∑︁

i∈S0\{i′}Xiλi) / λi′ where λi denotes the Lagrange coefficient for i in the
set S0.
On every new OSignTBSS query, B also queries its oracle OSignBSS. After B receives the tuple (R0, R1)
during the execution of OSignBSS, it uses them in Signing Stage 1 instead of generating them on its
own. In Signing Stage 2, which begins with A sending the challenge tuple (c0, c1) to the signers, B
forwards the tuple to the execution of its oracle OSignBS to receive (b, s). Consequently, in Signing
Stage 2, B will similarly use the bit b and the signature value s instead of generating them itself.
Observe that the patched si′ then exactly corresponds to the value that the real signer Si′ would have
sent when in possession of the secret share xi′ and rk,i′ such that x =

∑︁
i∈S0

xi and rk =
∑︁

i∈S0
rk,i,

as similarly shown by Lindell [Lin22]. The reason for this follows from the construction of s′i:

si′ = s−
∑︂

i∈S0\{i′}

si = rb + cbx−

⎛⎝ ∑︂
i∈S0\{i′}

rb,i +
∑︂

i∈S0\{i′}

cbxi

⎞⎠ = rb,i′ + cbxi′

Finally, when A outputs a forgery ((m∗
i , σ

∗
i ), . . . , (m

∗
k, σ

∗
k)), B outputs the same to its challenger CBSS.

It is trivial to see that when A wins, i.e., the forgery is valid, this also directly yields a valid forgery
in the UnforgeBSS game, so B wins likewise.

Since the transition from the first game G0, corresponding to the original security game UnforgeTBSS,
to the last game G7 is indistinguishable except for a sum of negligible probabilities, which still remains
negligible and is represented by the function negl(λ) =

∑︁5
i=1 νi(λ), the following equation holds:

Pr
[︂
UnforgeATBSS(1

λ) = 1
]︂
= Pr

[︂
GA

0 (1
λ) = 1

]︂
≤ Pr

[︂
GA

7 (1
λ) = 1

]︂
+ negl(λ)

= Pr
[︂
UnforgeBBSS(1

λ) = 1
]︂
+ negl(λ)

Theorem 6 (Blindness). Our (t, n)-threshold blind Schnorr signature scheme TBSS satisfies perfect
blindness assuming that the underlying blind Schnorr signature scheme BSS is perfectly blind. Let A
be an adversary against the blindness of the TBSS scheme, then there exists an adversary B against
the blindness of the BSS scheme such that the following equation holds:

Pr
[︂
BlindA,TBSS(1

λ) = 1
]︂
= Pr

[︂
BlindB,BSS(1

λ) = 1
]︂

Proof. The intuition behind the proof is that the user side of the signature protocol stays the same as
in the non-threshold setting. For the blindness property, it does not matter whether there exists only
one signer or multiple signers where each of them having a threshold share of the secret key. This
can also be observed when considering the blindness security games for (threshold) blind signatures
BlindA,TBS and BlindA,BS which are identical since the signers’ side is represented by the adversary
who, in the threshold setting, is in control of all signers’ secret key shares and thus can be considered
as a single entity; as in a blind signature scheme.

We now show how we construct an adversary B playing against the BlindBBSS game who internally uses
an adversary A against the BlindATBSS game:
The simulation is straightforward, when A outputs a public key pk and two messages m0,m1, B
forwards them to its challenger CBSS of game BlindATBSS. When A queries the oracle OUserTBSS,b or
OUserTBSS,b−1, B likewise queries its oracles OUserBSS,b or OUserBSS,b−1 and forwards the exchanged
messages during the protocol. In both schemes, the messages sent to the user algorithm TBSS.User or
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BSS.User are the nonce tuple (R0, R1) and the signature tuple (b, s). The message sent by BSS.User
is the challenge tuple (c0, c1) which is forwarded to A in the respective protocol. After both protocols
have been successfully finished, the oracle of BlindBBSS outputs the signatures (σb, σb−1) that B finally
sends to A.

When A outputs a bit b′, B outputs the same bit to CBSS. Since the simulation is perfect, the success
probability for B in BlindBBSS is exactly the same as for A in BlindATBSS.

5.3.2 On Drijvers’ and Benmahouda’s Attack

While the vulnerability of blind Schnorr signatures regarding ROS attacks has been circumvented by
the underlying blind Schnorr scheme by Fuchsbauer et al. [FPS19] through relying on the modified
ROS problem, threshold Schnorr signatures are likewise susceptible. As shown by Drijvers et al.
[Dri+19] and Benmahouda et al. [Ben+22] the unforgeability of various two-round multi- and threshold
signature schemes can be broken by performing a ROS-like attack. While Drijvers et al. showed how
to reduce the security of exemplary multi-signature schemes to the k-sum problem, Benmahouda et
al. directly targeted the ROS problem, as discussed in Section 2.4.1, both problems can be solved in
sub-exponential or even polynomial time. Both attacks have in common that the adversary, who is
part of the signers, has to be able to choose its own nonce Ri after learning the nonces of the other
participants. By participating in l parallel signing sessions, the adversary can adaptively choose its
nonces to compute the challenges in beforehand to solve a specific equation formulated as the k-sum
- or the ROS problem. Finding a solution then yields a successful forgery with l + 1 signatures.
This attack is prevented in the threshold Schnorr scheme by [Lin22], on which our construction is
based, by having each signer commit its nonce Ri first and revealing it only after having received all
other commitments.
However, in the case of (threshold) blind Schnorr signatures, the signers cannot compute the challenge
on their own because the user computes the challenge and sends them to the signers. And without
applying additional techniques that restrict the user on adapting the challenge after having received the
nonce from the signers, an adversarial user can always employ a ROS attack to break the unforgeability.
Therefore, the clause modification from Fuchsbauer et al. [FPS19] or similar approaches as from
Tessaro et al. [TZ22] are inevitable for (threshold) blind Schnorr signatures.
The reason why our construction TBSS still requires a commitment phase for the nonces is that it
allows us to conduct the unforgeability proof, where the honest signers adapt their committed nonces
using the equivocation trapdoor. When doing so after having learned all other nonces, this allows the
simulation to control the final nonce and thus achieve the reduction to the underlying blind Schnorr
signature scheme.

5.4 Blind FROST Construction

The scheme FROST, short for Flexible Round-Optimized Schnorr Threshold Signatures, by Komlo
and Goldberg [KG20], is one of the most popular state-of-the-art threshold Schnorr signature schemes,
which also motivated many follow-up publications [CKM21; Gon+21; BTZ22; Ruf+22].
The natural question arrives if our threshold blind Schnorr signature construction could also be built
by using FROST instead of Lindell’s threshold signature scheme [Lin22]. We give the affirmative
answer by introducing the construction BFROST that has fewer communication rounds for the signers
compared to TBSS but in turn, requires a (non-interactive) preprocessing phase.

Setup: The setup algorithm BFROST.Setup is the same as TBSS.Setup except that it outputs two
hash functions H1,H2 instead of one. Following, given 1λ as an input, the algorithm outputs the public
parameters as pp := (p,G, G,H1,H2, crsEC, crsZK)
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Key Generation: The key generation algorithm BFROST.KeyGen works the same as TBSS.KeyGen.

Signature Generation: The signing protocol ⟨Sign(sk1,V), . . . ,Sign(skn,V), User(pk,m)⟩ between
the signers Si is depicted in Figure 5.5 and includes a preprocessing phase for the signers, depicted in
Figure 5.4. We denote the set of active signers during the signature generation phase with S0 ⊆ S,
where |S0| ≥ t. Each signer Si is given its secret key ski, parsed as xi := ski, and the set of all
verification keys {vk1, . . . , vkn} := V, parsed as Xi := vki as an input. The user’s U input is the
public key pk, which it parses as X := pk, and a message m. The protocol consists of a preprocessing
phase for the signers, which can be executed in advance and does not depend on the message to be
signed, an initialization step for the signers, two signing stages, and two user stages that are described
below:

Preprocess: The preprocessing phase is executed by the signers prior to the signing stages and
ends with outputting a tuple of two public lists (L0, L1) or rather a reference to them. The lists
contain the public nonces of the signers, i.e., Lk = ((Dk,1, Ek,1), . . . , (Dk,n, Ek,n)) for k ∈ {0, 1},
where each signer Si stores the corresponding discrete logarithms (dk,i, ek,i) (the secret nonces)
locally. During the preprocessing phase, all signers also have to submit a zero-knowledge proof of
knowledge for the discrete logarithms (dk,i, ek,i). Those proofs are broadcasted to all other signers
and have to be verified before proceeding with the signature generation protocol. Signers that
submitted invalid proofs are reported and their public nonces are removed from the lists.

We stress that this phase does not depend on the message to be signed and is non-interactive since
all steps can be performed asynchronously, also the published zero-knowledge proofs can be verified
at any time (but before beginning the signature generation phase). Therefore, the preprocessing
phase can be run arbitrarily many times to have more available nonces in preparation for future
signature generations.

Initialization: Same as in TBSS.

Signing Stage 1: Initially, the signers agree on the nonce pairs taken from the preprocessing lists
(L0, L1) they want to use, concretely, they decide on a new list Bk := (Dk,j , Ek,j)j∈S0 for k ∈ {0, 1}.
Then, they compute the binding values as ρj,0 ← H1(j, 0, B0) for j ∈ S0 and compute the group’s
nonce as R0 ←

∑︁
j∈S0

(D0,j + E0,j ρ0,j) and repeat these steps for B1. The final two group nonces
(R0, R1) are sent to the user.

User Stage 1: Same as in TBSS.

Signing Stage 2: After receiving the challenges c0, c1 from the user, the signers collaboratively
sample a bit b deciding which R0, R1 and c0, c1 will be used for the signature. Each signer first
chooses a random bit bi, commits to it using the equivocable commitment scheme EC, broadcasts
the commitment to the other signers, and reveals the bit and opening value after receiving all other
commitments. Using the opening values, each signer verifies the commitments of the other signers,
misbehaving signers are reported and the protocol aborts. The resulting bit b is calculated as the
sum of all signers’ bits bi modulo 2. Each signer then computes and broadcasts its signature value
si using the secret key share xi and the secret nonces (db,i, eb,i) as si ← db,i + eb,iρb,i + cbxi mod p.
Before computing the final response s, the well-formedness of each signature value is checked with
sjG = Rb,j + cbXj for j ∈ S0, where, Rb,j ← Db,j + Eb,j ρk,j , while for an invalid sj , signer Sj is
reported and the protocol aborts. The final response s, which is computed as the sum of all si
values, and the bit b are then sent back to the user. Lastly, the signers output 1 to indicate success.

User Stage 2: Same as in TBSS, where the user ends up with outputting the signature σ :=
(R′

b, s
′).
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BFROST Preprocessing Phase

Let L0, L1 be public lists. For i ∈ S and k ∈ {0, 1} :
1. (dk,i, ek,i)←$ Zp × Zp and store locally

2. (Dk,i, Ek,i)← (dk,iG, ek,iG) and append to Lk[i]

3. (πk,i, µk,i)←$ (NIZK.Prove(crsZK, Dk,i, dk,i), NIZK.Prove(crsZK, Ek,i, ek,i))

and broadcast to S
4. Verify (πk,j , µk,j), for j ∈ S \ {i} and remove (Dk,j , Ek,j) from Lk if invalid

Output (L0, L1)

Figure 5.4: The BFROST Preprocessing Stage.

Verify: The verification algorithm BFROST.Verify works the same as TBSS.Verify.

The apparent compromise we had to take is to create the binding value ρk,i without including the
messagem as it remains unknown for the signers in blind signatures. In FROST, including the message
in the binding value prevents an adversary from combining responses for different messages within an
attack similar to the one from Drijvers et al. [Dri+19]. For blind signatures, an adversarial user thus
can still adapt m and the modified nonce R′

k to perform a ROS attack despite of the binding value.
Therefore, the clause modification from Fuchsbauer et al. [FPS19] is still indispensable to protect
against such attacks.
Another change to FROST is that we require that each participant submits a zero-knowledge proof
of knowledge for (bk,i, dk,i) during the preprocessing phase. In the second signing stage, this enables
us to compute all signature shares si in advance to patch si′ (similar to the proof of TBSS) such that
the summed value s results in the signature received from the reduction.
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BFROST.Sign(ski,V) : BFROST.User(pk,m) :

Parse xi := ski Parse X := pk

Parse {vk1, . . . , vkn} := V
Parse Xj := vkj for j ∈ S

Signing Stage 1:

For i ∈ S0 and k ∈ {0, 1} :
Agree on Bk := (Dk,j , Ek,j)j∈S0 from Lk

1. ρk,j ← H1(j, k,Bk) for j ∈ S0

2. Rk ←
∑︂
j∈S0

(Dk,j + Ek,j ρk,j)
R0, R1

User Stage 1:

For k ∈ {0, 1} :
1. αk, βk ←$ Zp

2. R′
k ← Rk + αkG+ βkX

c0, c1 3. ck ← H2(R
′
k,m) + βk

Signing Stage 2:

For i ∈ S0
1. bi ←$ {0, 1}; (coi, opi)←$ EC.Com(crsEC, bi);

broadcast coi to S0
2. Broadcast (bi, opi)

3. Check EC.Open(crsEC, coj , opj) = bj ̸= ⊥
for j ∈ S0

4. b← (
∑︂
j∈S0

bj) mod 2

5. si ← db,i + eb,iρ+ cbxi mod p;

broadcast si to S0
6. Check sjG = Rb,j + cbXj

with Rb,j ← Db,j + Eb,j ρk,j for j ∈ S0 \ {i}

7. s←
∑︂
j∈S0

sj
b, s

User Stage 2:

5. Check sG = Rb + cbX

6. s′ ← s+ αb

Output 1 Output σ := (R′
b, s

′)

Figure 5.5: The BFROST Signing Protocol.
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5.4.1 Proof of Security

The originally proposed proof of FROST by Komlo and Goldberg [KG20] is carried out by first proving
the security of a variant of FROST, called FROST-Interactive, under the DL assumption. The essential
difference between FROST and FROST-Interactive is that the binding value ρi is computed with a
verifiable random function (VRF), which requires one additional communication round during the
signing process and an interactive preprocessing stage with zero-knowledge proofs. The authors then
heuristically show that the replacement of the VRF with a hash function, as in FROST, does not alter
the security.
In the follow-up work by Crites et al. [CKM21], the authors present a security proof of a slightly
optimized variant of FROST using new, immediate assumptions, namely the Schnorr knowledge of
exponent assumption (Schnorr-KoE) and the binonce Schnorr computational assumption (Bischnorr).
While the Schnorr-KoE assumption has been reduced to the hardness of the DL problem in the al-
gebraic group model, the Bischnorr computational assumption is implied by the OMDL assumption
in the random oracle model. The Schnorr-KoE assumption is mainly concerned with extracting the
discrete logarithm of a verifying Schnorr signature, which is leveraged to extract the adversary’s secret
shares during the distributed key generation protocol. The latter Bischnorr computational assumption
is oriented to the actual signing protocol of the FROST scheme and allows reducing the complexity
of proving FROST directly considering multiple parties and rewinding or forking techniques.

A different proof of the same optimized version of FROST has been conducted by Bellare et al.
[BTZ22]. They did not include FROST’s distributed key generation protocol in their proof setting
but only considered the signing protocol. By first defining a hierarchy of security notions, which gets
less strict about declaring a forgery as trivial, they showed how the optimized version falls under a
stronger notion. The proof of Bellare et al. does not rely on an intermediate assumption, instead,
it reduces the unforgeability directly to the OMDL assumption in the random oracle model using
rewinding.

For our blind FROST construction BFROST, we see two general approaches for performing a proof of
unforgeability, which we will now informally introduce.

VRF Heuristic: The first approach works similarly to the original proof of FROST using a heuristic
of an interactive version of the scheme where the binding value ρk,i is computed using a verifiable ran-
dom function (VRF). The computation of the binding value is then done as ρk,i ← ak,i+bk,iH(i, k, B),
where the nonces Ak,i = ak,iG,Bk,i = bk,iG are also published in the preprocessing phase along with
a zero-knowledge proof of knowledge of ak,i, bk,i. This change requires that each signer first shares its
binding value with the other signers before being able to compute the challenge. Due to the zero-
knowledge proofs, however, the simulator is able to compute all binding values prior to the corrupt
parties. In the proof of FROST, the simulator then programs the random oracle for the challenge such
that it allows a reduction to the DL problem after having forked the adversary.
In BFROST, we would instead program the random oracle for the binding value of a random honest
signer Si′ so that the resulting group nonce Rk equals the one received from the reduction to BSS.
The rest of the proof remains analogous to the proof of TBSS.
Komlo and Goldberg finally heuristically show that the replacement of the VRF with a hash function
does not alter the security of the scheme.

Intermediate Assumption: The second approach would build upon an intermediate assumption in
a similar manner as in the proof of FROST by Crites et al. [CKM21] to achieve a direct reduction to the
MROS- and OMDL problem (direct in the sense of not reducing it to the underlying scheme BSS). The
relevant intermediate assumption by Crites et al. is the binonce Schnorr computational assumption
(Bischnorr), which is oriented to the signing protocol of FROST. The intermediate assumption allows
simplifying the proof by separating it from parts that consider interactions between different signers
and parts that require rewinding or forking techniques. A proof without introducing an intermediate
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assumption as done by Bellare et al. [BTZ22] should also be possible but may be more involved.
The possible security game of the intermediate assumption consists of three main oracles, namely
ONonce, OSelect, and OSign.
The ONonce oracle returns a tuple consisting of a session index and public nonces (l, (D0, E0), (D1, E1)).
The OSelect oracle works the same as in the MROS game, which is given a session index l and a
challenge tuple (c0, c1). It internally samples a bit bj and sets cj ← cbj .
The OSign oracle is queried with an signer index i ∈ S0, an session index l, and a list of nonces
((Dj,0, Ej,0), (Dj,1, Ej,1)) for j ∈ S0. It checks whether OSelect has been queried for session l, if the
nonces for signer Si have been given as an output by the oracle ONonce, and then returns (bj , si),
where si is the signature value from signer Si calculated like in BFROST.
Besides the three oracles, an adversary is given access to hash functions H1 and H2 that are modeled
as random oracles.
The adversary wins if it outputs k unique and valid signature pairs (mi, σi) and it holds that k > qs,
where qs is the number of OSign queries.
One can consider this security game as a combination of the Bischnorr - and the MROS game. While
Crites et al. reduced the Bischnorr assumption to the OMDL assumption in the random oracle model,
Fuchsbauer et al. reduced the clause blind Schnorr signature scheme BSS, on which the BFROST
scheme is based, to the OMDL and the MROS assumption in the algebraic group model. We expect
that BFROST can be reduced to the assumption represented by this security game and that this
assumption in turn can be reduced to the OMDL- and MROS assumption in the algebraic group
model.

5.4.2 Optimizations

The presented BFROST scheme is constructed with the intention of deviating as little as possible from
the original FROST scheme so that systems that already support FROST signatures only need to
make a few changes to be able to issue blind signatures.
However, this imposes computational and communication overhead due to the inclusion of parts of
FROST that are not necessary for the security of the resulting blind signature scheme.

In particular, as the binding value does not have the task of preventing Drijvers - or ROS attacks in
BFROST, it should suffice that the signers only generate 2 nonces (R0,i, R1,i) per signing session or
preprocessing run instead of the 4 nonces ((Di,0, Ei,0), (Di,1, Ei,1)).
Furthermore, when proving BFROST based on the second approach instead of reducing it to BSS using
the VRF heuristic, we should be able to carry out three additional optimizations.
First, we do not need zero-knowledge proofs for the published nonces during the preprocessing phase
anymore. Since we do not reduce BFROST to the underlying BSS scheme, where we receive the final
signature value s from the reduction and then patch the si′ value of signer Si′ , we get access to the
Dlog oracle from the OMDL game. Using the oracle, the simulator is able to calculate the correct si′

value without knowledge of Si′ ’s secret share or of sj for j ∈ SC (for which it would need the secret
nonces of the corrupt parties). The simulator does so by querying the Dlog oracle on Rb,i′ + cbXi′ .
Second, we can optimize the computation of the binding value as proposed by Crites et al. [CKM21].
Instead of having an individual binding value ρk,i per signer, it stays the same for all signers and is
computed as ρk ← H1(k,Bk). Then, the multiplications for each signer are reduced from the number
of signers |S0| to only 1.
Lastly, along with the previous optimization we can let the user generate the group’s nonces (R0, R1)
itself by giving the user access to the preprocessing lists (L0, L1). The protocol would therefore begin
with the user sending the challenge tuple (c0, c1) to the signers. Note that in practice, the user would
probably also include a set of indices such that the signers know which nonces to use for the protocol.
This optimization reduces the moves of interactions from 3 to only 2.
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6 Conclusion

6.1 Contributions

As the main contribution of this thesis, we presented the construction of the first threshold blind
Schnorr signature scheme (cp. Section 5.3), which is directly compatible with a variety of blockchain
systems as the verification remains the same as standard Schnorr. The threshold blind Schnorr signa-
ture scheme has been shown to be provably secure if the underlying blind Schnorr signature scheme
of Fuchsbauer et al. [FPS19] is secure, which holds for the unforgeability and the perfect blindness.
We additionally proposed another alternative construction based on FROST (cp. Section 5.4), which
makes use of a preprocessing phase to reduce the number of signer rounds in the online phase.
Furthermore, we gave a formal definition of threshold blind signatures (cp. Section 5.2) that captures
concurrent security. This aspect is crucial for threshold and blind signature schemes based on Schnorr
due to ROS (and ROS-related) attacks that were discussed in Section 2.4.

6.2 Future Work

Since recent attacks [Ben+22] have once again highlighted the insecurity of the ROS problem, there is
a high demand for effective countermeasures and secure variants. Within those variants, we have the
MROS and the WFROS problem. However, these novel assumptions have not yet undergone extensive
cryptanalysis yet, which is necessary to build confidence in them.
Besides Schnorr, ECDSA counts as one of the most employed signature schemes in blockchain networks.
Therefore, it could be of interest to see whether threshold blind constructions are also possible and
how they would compare in terms of efficiency.
From the point of view of provable security, a proof of the blind FROST scheme BFROST is still open
and would be particularly valuable for the optimized variant. Similarly, it could be valuable to prove
the threshold blind Schnorr signature scheme TBSS directly to the OMDL and MROS assumption as
the commit and reveal phase for the signers probably wouldn’t be necessary anymore. Additionally, it
would be worth exploring the practical aspects of implementing the proposed constructions for online
wallets including challenges and opportunities for large-scale deployments.
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